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Abstract
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1 Introduction

This final report for AFOSR 84-0052 provides a summary of various research activities

carried out during three years of sponsorship.

The research proposed sought to focus on the following:

1.1

N

Study and development of certain fault-tolerant architectures that utilize the capabil-
ities of the new IC technology was undertaken. Specifically, the research was aimed
at network architectures, distinguished by a close interconnection of a large number of
computing elements. Included is a subclass of specialized network architectures known
as VLSI processor arrays. Besides fault—tolerance-related research for such arrays,
also proposed was exploration of a new array architecture, developed for the express

purpose of executing general algorithms on these arrays.

The precise research formulated ~ developing fault-tolerant multiprocessor net-
work architectures — goes beyond earlier work. Here, the system interconnection struc-
ture, itself, was used as the primary design tool for achieving various and diverse
objectives, including: low interconnection and layout complexities, dynamic reconfig-
urability, fault-tolerance through graceful degradation as well as self-diagnosability.
Viability of the proposed research was demonstated in the proposal; new communi-
cation structures were introduced, along with concepts of admissability of multiple

logical configurations, and algorithmic and detour routing that provide fault-tolerance




and graceful degradation. ~

1.2

=

It was then proposed that the research be extended to the study of the design of
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certain VLSI processor arrays, particularly because this subject matter was so new, and
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only very limited work had yet been reported. Fundamental concepts were proposed
identifying important relationships between various levels of redundancy and fault-
tolerance. Also achieving testability and diagnosability internally, within the arrays,

was sought.

; ‘ 1.3

A marked limitation of earlier VLSI arrays had been suitability only for very spe-

A
SN
':: H} cialized and highly concurrent matrix-oriented computation. An entirely new way of
inh R
ek . .
;' utilizing these arrays was what was proposed here, which allow for execution of general
l( | Q
:"':'g" > algorithms, thereby making these arrays attractive for broader use.

This report is organized into three main sections. Section 2 highlights various

: :;.".&.’
o

results obtained on these above topics. Section 3 provides a complete list of publications

o ﬁ
o::| ' ’ and student support resulting from this research. Section 4 depicts several unresolved
LA %

future research issues,
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2 Review of Research Results

Below is delineated a summary of various research results derived under the grant.
Those already published in open literature are only abstracted here; those yet to appear

are described in some detail.
Fault-Tolerant Multiprocessor Networks

In {Prad85aj, a class of link— and bus-oriented regular networks was presented.
Significantly, these were shown to provide optimal/near optimal fault-tolerance. Vari-
ous fault-tolerant properties of these networks were analyzed extensively, as well, com-
pared against existing networks. What is novel is the capacity of these networks to
be used to design any arbitrarily large networks, by using building blocks of any given
number of connections per node. (Other fault-tolerant networks, like binary cube,
suffer from the so—called “fan-out” problem, requiring that the number of connections

per node be increased with the size of the network).

In a subsequent paper, [Prad85b|, a dynamically restructurable fault-tolerant
processor network architecture was presented. What is significant about these type of
networks is that the inherent logical structure can be changed to fit the application in
hand. Consequently, the proposed network admits efficient execution of a large class of
algorithms. Even more importantly, these networks admit a measure of fault-tolerance
because the faulty network exhibits all of the important properties of the fault—free

network.

Of special note is a recommendation that this particular network [Prad85b| has
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significant potential for SDI application, from a recent study conducted by Control

Data under the sponsorship of Rome Air Development Center {Appendix].

Several bus oriented fault-tolerant networks were reported on, as well, in {PrSc84].

Key considerations in the design of fault-tolerant multiprocessor systems are

s |

testing and diagnosis. A fault-tolerant system must also be testable with a high degree

=

of confidence. Reliability of the system, itself, otherwise is compromised. Distributed
self-diagnosis is a promising approach to testing/diagnosis problems. Here, by inter-
rupting the computation, the processors are able to test certain of the other processors,

determining if they are faulty. Interesting in this approach is its ability to be used

in both acceptance testing and concurrent testing of multiprocessor systems. A new

LR KBS xR

methodology was pursued, with the objective of minimizing testing overhead as well as

of achieving greater test reliability, and/or more frequent testing. Several important

i~ results were published in [MePr85|.
"
s DeBruijn Multiprocessor Networks
Certain interesting work on networks able to solve a wide variety of problems
hieS
; evolved, described in some detail below.
ﬁ Successfully grouped into various classes are computational problems. These are
X
important classifications, include the pipeline class, multiplex class, the NP-complete
K
g class, the ASCEND and DESCEND classes, as well as the decomposable searching class.
T
W &:’: Problems in the pipeline class can be efficiently solved in a pipe (known also as
) f
‘.
1

a linear array). Depending on the problem, data may flow in one direction or in both

oy
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directions, simulataneously. Matrix-vector multiplication is a typical example of prob-
lems solvable with'one—way pipeline algorithms. Band matrix-vector multiplication,
recurrence evaluation and priority queues are problems that can be solved by two-way

pipeline algorithms.

The multiplez class covers a range of problems characterized by: (1) Operation
on N data operands to produce a single result; (2) Evaluation can be described by a
tree. This category includes evaluation of general arithmetic expressions, polynomial
evaluation, etc. The natural computation graph for this paradigm is a tree, whose
nodes correspond to operations, and whose edges correspond to dataflow between op-
erations. The CBT (complete binary tree) can be used to solve the problems belonging
to this class. For another important class of problems, the NP-complete class, the CBT
can efficiently implement exhaustive search algorithms, where time complexity still is

exponential.

The ASCEND and DESCEND classes are comprised of highly parallel algo-
rithms. The paradigm of the algorithms in this class is the iterative rendition of a
divide-and—conquer scheme. The input and output are each a vector of N(= 2*) data
items; “divide” refers to two subproblems of equal size; the “marry step” combines the
results of two subproblems, executing a single operation on corresponding pairs of data
items. Assume that input data Dy, Dy,...Dy_, are stored, respectively, in storage loca-
tions T[0], T(1], . . . ,T[N-1]. An algorithm in the DESCEND class performs a sequence
of basic operations on pairs of data that are successively 2K-1 9k-2 2! 20 |ocations

apart. In terms of the above divide-and—conquer model, the marry step involves pairs
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of 2° locations apart. In the dual class (the ASCEND class), the basic operations are
performed on the data that are successively 2°,2,...,2%"! locations apart; the marry
step involves pairs of 2*~! locations apart. These problems can be solved in the SE and

the CCC.

Problems in the decomposable searching class can be described as illustrated.
Preprocess a set F of N objects into a data structure D, such that certain kinds of
queries about F can be answered quickly. A searching problem is decomposable if the
response to a query Q, asking the relation of an object z to the set F, can be written
as: Q(z,F) = 6q(z,f), for all f in F, where f is an element in F, § is a binary operator
which is associative, commutative and has an identity, and where q is the query ;.sking
the relation of the object z to the element f. The TM described solves this large class

of searching problems.

Multiprocessor networks based on undirected binary de Bruijn graphs, able to
solve all of the above mentioned classes of problems were presented in [PrSa87]. No
other such network has, we believe, yet been identified. Another paper [PrSa85] pre-
sented a corollary of the above work, demonstrating that these networks can perform

efficient sorting algorithms in various different input/output modes.

Also last year, in collaboration with researchers from the University of Wiscon-
sin, we studied the problem of reconfiguration of interleaved memory in the presence of
faults. These results will appear shortly in the 1987 IEEE/ACM Computer Architec-

ture Symposium, and are described below in some detail, not reported on previously.

In a computer system that consists of a processing unit (CPU) connected to a
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memory system, the rate at which the CPU can process information is limited by the

-,
3
= 3

»‘e: rate at which the memory can supply this information. Furthermore, the information—

processing rate of the CPU is also limited by the bandwidth of the interface between the

>
o

CPU and the memory. This is the well-known von Neumann bottleneck. Consequently,

T
A5 a decrease in the bandwidth of a memory system will directly affect the performance
[\
. ~
:ﬁ: b of the overall computer system.
N There are two main approaches to attain a memory system with a high band-
b I

width. The first involves the use of a high-speed buffer or cache memory and the second

f,:‘ i ﬁ involves the use of several memory banks connected in an interleaved fashion. Though
ity

! '.: b the use of cache memories has become widespread, their utility is limited by their size.
Y %

!’ﬁ: - While cache memories are very effective for instructions and scalar data items, they
)

have not proven to be effective for numeric processing machines that utilize large data

3
. 3

'_; o structures (such as arrays). For such systems, in order to achieve a high-bandwidth
Ny
:.::: ~ memory system, one is forced to use interleaved banks of memory. Of course, the best
‘,'), E effect is achieved by using a cache memory for instruction buffers (analogous to an
) .
(]
o , instruction cache), large B and T register file (analogous to a cache for scalar data)

\‘-l

b
ek and an interleaved memory for non-scalar data.
sl
IR Ir an interleaved memory system that consists of N independent memory banks
) x‘ L=
‘:' } e (or modules), by associating address latches and data latches with each bank, N differ-
e
. ent memory accesses can be carried out simultaneously. By doing so, the bandwidth
W, ) . .
) - . . . . i
j :: of the memory system can be increased to N times the bandwidth of a single bank. |
) 9 ] b ' |
oY
W ¥ A processing system that utilizes a cache memory for instructions and an interleaved
A
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Figure 1: A Processor with an Interleaved Memory System

memory system for data is shown in Figure 1. The bandwidth of interleaved memo-
ries has been the subject of extensive study. Apart from the referencing behavior of
programs, the main factor that influences the bandwidth of interleaved memory banks
is the manner in which the addresses are distributed amongst the banks. Given the
distribution of data amongst the memory banks, the appropriate address bits can be
used to select the bank that contains the desired data item. Generally the number of
banks, N that are used to build an interleaved memory is a power of 2, i.e., N = 27
where ¢ is an integer. In such a system, ¢ bits of the address suffice to select a bank
and the remaining bits are used to select a word within a bank. If the ¢ bits are the
high-order bits of the address space, the scheme'is a high-order interleaving scheme
whereas a low-order interleaving scheme results if the low—order ¢ bits are used to select

the bank.
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We should mention that an interleaving scheme is not restricted to using only a

power of 2 number banks. Interleaving schemes that utilize a prime number of memory
banks have been investigated and implemented. However, the utility of such a scheme
in high performance machines is limited because of the complex logic that is needed to

determine the appropriate bank/word from a given address.

In a high-order interleaved memory system, consecutive memory adddresses lie
in the same bank. Therefore, if the memory is referenced sequentially, consecutive
memory references access the same bank and no increase in bandwidth is obtained. In
a low-order interleaved memory system, consecutive addresses lie in different banks.
Now, if the memory is accessed sequentially, consecutive refe;'ences will access different
banks, thereby increasing the bandwidth of the memory. Since the memory referencing
pattern for most programs is generally sequential (because of sequential instructions
and array structures with a constant stride of unity), a low-order interleaved memory

system generally has a higher bandwidth than a high—order interleaved memory system.

A low-order interleaving scheme has a major drawback — it is not modular,
i.e., a failure in a single bank affects the entire address space. If no precautions are
taken to handle such a situation, the bandwidth of the memory and consequently the
performance of the processor could be degraded to an intolerable extent. In this paper,
we study the organization of interleaved memories such that faults in the memory
system degrade the performance in a graceful manner. We restrict our study to an
interleaved memory system that starts out with a power of 2 number of banks and uses

a low—order interleaving scheme. The ideas presented in [Pr et.al.87] can be extended
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to other interleaved memory schemes.
Faults in Interlea.ved Memories

Consider a memory that consists of several groups of interleaved memories with
s each group consisting of several banks. The number of banks in a group is a power of

2, say 2", and the banks within a group are fully interleaved. Thus, the banks within a

@ group can be selected using a r-bit bank selection address field. Different groups can
&: have a different number of banks in them. Thus group G; may consist of 4 banks while
[y

group G, may have only 1 bank. If the total number of banks in the memory system is

3 2* where k is an integer, then there is only one group. This is the situation that exists in
< a conventional interleaved memory system without any faulty banks. Therefore, if each
[y

of the 27 banks in the single group contains 2° words, then the total addressable main

i memory of the system is 29 (where n = p + q) words. Using a low- order interleaving
;.: scheme, bits A,_, . . .Ao of the n-bit address A,_; An_; ... Ao (where A, _; is the
$d
&

most significant bit) are used to select the bank and the remaining p bits, i.e., bits

5 An-y An_p .. .A, are used to select a word within a bank.

Consider what happens when a bank is deleted from a memory system that

R

1,8

contains a single group of banks. This is exactly what happens when a fault in the
x
h memory system results into the loss of one complete bank. Therefore, our fault model
" is that a fault results in the loss of a complete bank of memory. We assume that a

K

mechanism that detects the presence of a faulty bank exists. Such a fault-detection
scheme is not the subject matter of this paper.. Our main thrust is to evaluate the

loss in performance when a fault is reported and how the memory system might be

10
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l' organized so that the resulting degradation in performance is graceful.
E’EEE:.E - If the memory system loses one bank, the number of banks in memory is reduced
:;‘z'f :E{ to 27 — 1 and the total addressable physical memory is reduced to (27 — 1)2° words. The
! & program must be stopped, correct information recovered from the backup store, the
:é::'f ‘ address translation mechanism informed about the faulty bank and program execution
5%
::E' g restored. However, since 27 — 1 is not a power of 2, the banks no longer form a
;.;;.; -& single group and the system loses its capacity to interleave memory requests. Without
::.n‘.‘,?: - interleaving, the bandwidth can be catastrophic to the performance of a high-speed
::':: W CPU. What could we possibly do to salvage some of this lost memory performance?
‘,’W:‘ t; Two approaches follow.
By T
‘:;af:, b The first approach involves the use of spare memory banks. After a faulty bank
'z :{ ﬁ is detected, a spare bank can take its place. However, as more banks become faulty, the
A

system will eventually run out of spare banks if the spare banks cannot be replaced.

.“. 4
o,
-_

» Y
“-'

Once all the spare banks have been exhausted, another fault-tolerance scheme must

-~
-

-

- K
-

come into play.

1 48
’v:"' '\3{'; Reconfiguration of Non-faulty Banks
<4 T

® An alternative approach is to reconfigure the remaining non-faulty banks in
LN Y

[R)

; )
:'% v order to salvage some of the lost performance. Such an approach could also be used if
1y,

a system has spares but runs out of them eventually. The banks are reconfigured so

<74
-
e

v that their bandwidth is improved. No doubt, a smaller physical memory will result in
c.. ! :\

)

::::: W a larger probability of a page fault.

o

o a How might we organize the fault-free banks so that the performance is not
-

%
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degraded to an intolerable extent? A simple solution that could be used to salvage
some of the lost bandwidth is to reduce the number of addressable banks to the nearest
power of two, i.e., 297! thereby achieving a maximum bandwidth of 29! words per
memory cycle. While the address translation and bank selection mechanism is quite
straight—forward, 29~! — 1 banks of fault-free physical memory are not addressable
and therefore unutilized. With such a simple reconfiguration scheme, although the
bandwidth may be high, it is likely to result into a high page fault rate compared to a
scheme which uses all 27 — 1 fault free memory banks. A scheme that does not utilize
all 27 — 1 memory banks may, therefore, perform poorly in spite of its high bandwidth.
Hence, any scheme used to improve the memory performance must not only organize
the fault-free banks in an interleaved manner to maximize the bandwidth, but it must
also make sure that the available memory is being utilized to its fullest extent so that

the performance degradation due to page faults is minimized.

Another important factor that must be kept in mind is the effect of the reconfig-
uration hardware on delay in the address and data path. One advantage of a low—order
interleaving scheme is that the decoding logic needed to generate the bank select sig-
nals is very simple. Therefore, the delay in the address path between the processor and
main memory is small. It is desirable to keep this delay small because any delay in this
path will have a direct impact on the latency of each memory request. In the proposed
reconfiguration, we pay special attention to this critical path performance. Thus, in
addition to making the best use of available memory resources, we must also minimize

the delay due to the additional hardware.

12
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The Reconfiguration Scheme

The proposed scheme reconfigures the remaining banks using a combination of

o

G x o
.“‘_
-

E;-;l

R0 high—order interleaving and low-order interleaving. All non-faulty banks are parti-

-

tioned into sets. Thus, if 297! — 1 banks were available, they would be partitioned into

‘::: § g sets. These ¢ sets form 2 subsets; subset Sp(2972) and S;(297% - 1). A set containing
:‘.'f ‘ a power of 2 banks is called a group. Therefore, So(2!) has one group Go(2?7!) that
‘:'::: E has 277! banks and S;(29"! — 1) is made up of group G(27"?) which has 2?~? banks
E::E:. LQ and the subset (27972 — 1) which has (29-! — 1) banks. This recursive partition stops
.'." ) o when S; has only one bank. Clearly, the number of banks in each group is a power
Eg. E of 2, with unity being a special case. An example of the partitioning of 7 memory
e

SE:: '..: banks into groups is given in Figure 2. Banks within each group G,(2*) are organized
.': - g for low-order interleaving; high-order address bits are used to determmine the group.
s

:i : If there is only one group, e.g., in the fault-free case, no group selection needs to be
;.:g i done. The low-order ¢ bits of the address select the bank and the high-order p bits *
R
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of the address select the word within the bank. With one fault, the number of groups

becomes ¢ with the number of banks = 29 — 1. Therefore, ¢ bits suffice to uniquely

B R 2 R

identify 27 — 1 correct and one faulty bank. An address is decoded as follows: the most
significant bit of the address, A,_,, is used to select either group Gy(277!) or subset
51(277! — 1). If group Go(2?7!) ‘s selected, then bits A,_3...Ao are used to select one

of the 2?~! banks within the group and bits An_;...A,-; are used to address the word

S SIS

within the bank. If S;(277! — 1) is selected, then bit A,_, of the address is used to

o

= select either G1o(297?) (with bits A,_s...Ao used to select a bank within this group) or

ﬁ 51(2972?) and so on. Note that this group identification scheme resembles the decoding

. scheme used to decode Huffman—encoded information. If there is only a single faulty

" bank, it is always indicated by a string of 1’s in the ¢ bits that are used to identify

ﬁ the bank number. Once the group number has been determined from the address, the

. appropriate p bits are used to select the work within the bank. The logic that decodes

E‘g the address is now more complex than a simple decoder. We call this logic the Ad-

E dress Transliterator (AT). Each memory address now passes through the AT before it
is forwarded to the memory system (Figure 3). The design of the AT is discussed in

o

:‘}‘\c detail in Section 4. The inputs to the AT are n-bit physical memory address and a

.-_1 27-bit vector, the Bank Status Indicator (BSI), that indicates the status of each bank.

- The output from the AT is the appropriate bank address and the address of the work

EQ within the bank.

“ Performance Evaluation

~

. In order to evaluate the performance of the reconfigured memory system, we

i

»
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@ Figure 3: Interleaved Memory System with an Address Transliterator
"y
Y carried out a trace-driven simulation of several programs on the VAX-11. A trace
i of instruction and data references were obtained for each program. Data from the
trace files was fed into a program that simulates the interleaved memory system and
:‘-‘ determines the bandwidth. The simulation model used was similar to that used by
E other researchers. Memory references are divided into instruction references (put in the
instruction queue) and data references (put in the data queue). During each memory
% cycle, requests in both queues are scanned alternately. The scanner stops admitting
E requests if a bank conflict occurs. We make the following assumptions; no interactions
& may occur between the instruction request stream and the data request stream, ii) no
g self-modifying code and iii) an additional data cycle is issued if the data queue is full.
i The Performance Metric
Along with the bandwidth of the reconfigured memory system, the other im-
ﬁ
15
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portant performance measure is the number of page faults. We combine these two

measures into a single metric, P. The performance metric P is defined as:

e P=total data trace length (total data references/data bandwidth) x data pages

allocated to a process + time to process a page fault x data pages allocated to a

x

process x number of data page faults.

=

The metric P is then normalized with respect to P for the fault—free case.

27

Experiments and Results

X

We evaluated the reconfigured memory system for 4 different programs: i) nroff,

5‘: which is a text formatter, ii) compact, which is a program that compresses a file using

i an adaptive Huffman encoding, iii) boyer, which is a theorem proving program and, iv)
tak, which is an execution of the Takeuchi function. Initially, 16 banks of memory are

.\ present. The system uses demand paging with a page size of 2K bytes and a bus width
of 4 bytes. The number of instruction and data references traced and the number of

- data pages used during a trace of the program is given in Table 1.

~

4 A program is allocated a fixed number of data pages (maximum of 32) for

7 its use. A least recently used (LRU) replacement policy is used to replace a page

e

o when a page fault occurs and no free page frame is available. We assume that all

‘-(, instruction references are serviced by the instruction cache, i.e., only data requests to

ﬁ the interleaved memory. A loss of memory bank results in less data pages available
for the program, but does not affect the instruction pages. Thus, the number of data

E pages allocated to a program is reduced when a bank is reported to be faulty. The

2, 16
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Trace Trace Records Data Pages
Instruction Data Referenced
nroff 281513 178832 SS
compact 233638 205298 23
boyer 217147 229871 216
tak 49814 54590 170

Table 1: Statistics for the Benchmark Programs

pages are distributed amongst the groups of the reconfigured memory in proportion
to the number of banks in the group. Any page lies completely within a group. For
example, if there are 2 groups consisting of 8 and 4 banks respectively, a process will
place 67% of its data pages in the group of 8 banks and the remaining pages in the

group of 4 banks. The time to process a page fault is 2000 memory cycles.

Using the above parameters, we calculated the value of P as the number of
addressable memory banks reduced. The results are presented in Tables 2-5. In all
cases, there is a significant increase in the page fault rate when fewer memory banks
(pages) are available. The decrease in data bandwidth, however, is not very significant.
The performance metric P degrades in a graceful manner as opposed to a sudden
change if the number of addressable memory banks was reduced to 8 when a single

bank became faulty.
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Number Data P
. of Banks | Bandwidth Page Faults Page Faultrate (%) Pages | (normalized)
! 16 2.934366 58 0.032433 28 1.000000
15 2.744169 83 0.046412 26 1.213130
14 2.738286 136 0.076049 24 1.633969
13 2.740889 141 0.078845 2 1.541935
) 12 2.735506 173 0.096739 20 1.660630
-' 11 2.663697 217 0.121343 18 1.820683
10 2.698165 300 0.167755 16 2.151699
E 9 2.675584 362 0.202425 14 2234710
A 8 2614926 1180 0.659837 12 5.881731
5
b
}3 Table 2: Result for nroff
1
a of Banks | Bandwidth _ Page Fauls _Page Fault rate (%) Pages | (normalized
16 2.906916 2 0.011203 14 1.000000
15 1.945492 51 0.024842 13 1652334
b 14 1.959661 171 0.083294 12 3283534
e 13 2.796937 467 0.227474 11 6.787020
g 12 2.698449 1048 0.510477 10 13303313 | .
1 2.585389 2334 1.136884 9 26.168747 | |
ﬁ 10 2.648802 3986 1.941567 8 39440582 |
9 2.573625 5382 2.621555 7 46.490295
8 2.546427 6497 1.164668 6 48.046799
v
e t\
E Table 3: Result for compact
}.\' Number Data P
2 of Banks | Bandwidth Page Faults  Page Fault rate (%) Pages | (normalized)
- 16 3.283168 1465 0.637314 32 1.000000
15 2.808648 1696 0.737805S 30 1.085571
® 14 3.109895 1962 0.853522 28 1.166053
T 13 3.042513 2328 1012742 26 1281456
12 3.142504 2754 1.198063 24 1.395280
. 11 2957110 3209 1.396000 22 1.488599 |
& 10 2.997978 4454 1937609 20 1.871798 !
' 9 2.223019 6696 2.912938 18 2.530375
] 8 2.997796 8895 3.869561 16 29717763
2;5
Y N
v
{ é Table 4: Result for boyer
) [
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Number Data P

of Banks | Bandwidth Page Faults Page Faultrate (%) Pages | (nomalized)
16 3.687766 605 1.108262 32 1.000000
15 2.936841 674 1.234658 30 1.046026
14 3.110719 759 1.390365 28 1.096997
13 2.535061 823 1.507602 -26 1.106195
12 3.379349 895 1.639494 24 1.105987
11 3.261051 993 1.819015 2 1.124167
10 2.967439 1112 2.037004 20 1.144263
9 3.130943 1198 2.194541 18 1.108388
8 3.266726 1389 2.544422 16 1.140882

Table 5: Result for tak
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4 Research in Progress and Future Directions

4.1 Consensus with Dual Failure Modes

Consider a distributed system of processing elements (nodes) connected by a point-
to-point network. One of the common problems is to maintain clocks (or some other

concept of time) in approximate synchrony despite differences in the clock rates of

individual processors and despite some faulty processors.

We consider a generalization of the clock synchronization problem called inter-
active consistency that involves reaching agreement on some value being sent by one of
the processors, say s. Let v(s) be the value that s wishes to transmit. Each processor

decides on some value as having been sent by s.

Interactive consistency is defined as satisfying the following two requirements:

e agreement any two good processors decide that the same value was sent by s

e sanity if s is a good processor, then the value that any good processor decides

was sent by s is, in fact, v(s)

The agreement requirement ensures that faulty processors cannot cause two
good processors to “believe” different things. The sanity requirement ensures that

consistency cannot be achieved by simply agreeing on a default value.

Figure 4 shows why it is impossible to reach agreement in the presence of one

(malicious) fault when there are only three processors. The left illustration depicts the

22




'. g s
e, ﬁ
e

) Y]
,.02' ~
’0'4\ i
(R 3
O

v.;!.

#y.

nature of messages sent when node t is transmitting the value 1 and node j is faulty.

-
-
g
-

e The right illustration depicts the nature of messages sent when node i is faulty and
b
GOt . . . c e
,::. ﬁ sends conflicting values to ;7 and k. Node k is unable to distinguish between these two
¥ ¥, .
L3R
scenarios.
XX F,
Lt 0
| ‘,_4
e t:'
'.“?.' W
A

L2

N
.
RN
Ve
DI
R
Q"~ -
R
oy D Figure 4: Agreement impossible with only three nodes
v
"]
v:" > . .
! - We consider systems where either or both of two types of faults may occur:

benign or malicious. We have accomplished the following: (1) established a taxonomy

ey of processor failure modes, (2) established a continuum between previous results on
2 :.:: necessary and sufficient conditions for consensus algorithms to exist, and (3) developed
- - more general algorithms to handle systems with two failure modes—achieving much
\:'; )
SYSE improved reliability.
o
R - 7
o - P‘; We have established a taxonomy that categorizes faults by their behavior. (See
A AR F. Meyer and D. Pradhan, “Consensus with dual failure modes,” Proc. 17th Fault-
T

"' N . -

:: i Tolerant Comput. Symp., for details). There are many possible failure modes. The
s -
4 e

W ﬁ three most thoroughly examined failure modes are: (1) Byzantine, (2) Authenticated,
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and (3) Dormant. Figures 5, 6, and 7 illustrate the sort of behavior that such faults
may exhibit. The Dormant (Byzantine) failure mode has the most (least) constraints

on its behavior.

i
3
'
g

-
™

W

@ t says v(s) =1
N
v(s) =0

E; t says v(s) =2

2 ~

ot B k

)

” Figure 5: Byzantine fault exhibits arbitrary behavior

¥

E We have taken malicious failures to be Byzantine and benign failures to be

N Dormant. Previous researchers have developed algorithms that function in the presence

;,{ of one of these two failure modes. F. Cristian, et al, “Atomic broadcast: From simple

E: message diffusion to Byzantine agreement,” Proc. 15th Fault-Tolerant Comput. Symp.

& gave a very simple algorithm that contends with any number of benign failures. But the

a algorithm almost always fails whenever a failed processor exhibits any behavior outside
s:i. - the constraints of a dormant failure (for instance, if it sends an incorrect message). D.
E;;‘: = Dolev, et al, “An efficient algorithm for Byzantine agreement without authentication,”
.": i Information and Control, no. 52, gave a relatively efficient algorithm to contend with
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a maximal number (about one-third of the processors) of malicious failures.

Figure 8 plots the reliabilities achieved by these two algorithms. The plot is for
a 64-node system. The horizontal axis plots the probability a given fault is malicious
for the range from zero to ten percent. The vertical axis shows the negative of the
common log of the probability that the faults present exceed what the algorithm is
rated to handle (so 2.0 equates to a probability of one percent). It might seem that for
most systems, probability malicious is small. This plot shows that the system designer
cannot casually assume that probability malicious is negligible. Of course, reliability
decreases as probability malicious increases, even though the plot shows the reliability
of the [Dolev, et al| algorithm increasing. We have kept the expectation of [the number
of failures plus twice the number of malicious failures| constant so that the plot would
be better constrained on the vertical axis. So the slope of the plot for the [Cristian, et

al| algorithm is even steeper.

[Dolev, et al| suggested a way of moderately reducing the number of messages
sent when few faults are expected. We have modified this algorithm to allow for a
variable reduction in message complexity and to take advantage of the extra messages
sent by using them to tolerate benign failures. As a result, we can tolerate a mixture of
benign and malicious failures, thereby improving reliability. The reliability achieved,
however, is slightly sensitive to the accuracy of the designer’s estimate of probability

malicious.

To overcome this sensitivity, we have developed another algorithm (called mixed-

sum algorithm) that achieves still greater reliability and does not depend on probability

26
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Improved Reliagbility Versus Prior Algorithms
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Figure 9: Potential Reliability Improvement
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malicious. This algorithm is an adaptation of the algorithm given by L. Lamport, et
al, “The Byzantine generals problem,” ACM Trans. Prog. Lang. & Sys., vol. 4, no. 3.
Our algorithm achieves the provably maximal reliability under the dual failure mode
model. Figure 9 plots the reliability achieved by (1) the better of the [Cristian, et al]
or [Dolev, et al] algorithms against (2) our mixed-sum algorithm. Attention should be
drawn to the significant improvement in the critical region (0 to 10 percent probability

of malicious failure).

The [Lamport, et al] algorithm has a very large message complexity. While
our mixed-sum algorithm shares this drawback, we are continuing this research to (1)
develop a more efficient mixed-sum algorithm, (2) analyze other failure modes suggested

by our taxonomy, and (3) consider bus networks (instead of point-to-point).

4.2 Methodologies for Designing Defect—Tolerant, Reliable,
Testable VLSI Systems and Evaluating their Costs

This research aims at developing methodologies for designing VLSI systems which are:
defect-tolerant, reliable, testable. Also it evaluates the penalty that has to be paid
in terms of area, performance, yield, etc., to achieve such properties. Random Access
Memories (RAMs) are to be investigated initially, because these devices are the highest
density VLSI devices to be fabricated commercially. Though they are very difficult to
test, their regularity permits innovation and experimentation and the results obtained
can be extended to other, less regular systems. - Finally, because of the low cost and

wide usage of RAMs, any architectural improvements that result in increased yield or
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enhanced performance is likely to have considerable practical significance.

e S5 S

4.3 Results

2 Y

4.3.1 TRAM Architecture

x|

A new architecture for Multi-Megabit RAMs, the Tree Random Access Memory (TRAM)

architecture, has been developed. Applying the principle of divide and conquer, the

{02 J oo

RAM is partitioned into modules, each appearing as the leaf node of a binary inter-

connect network. This network carries the address/data/control bus which permits

B

the nodes to communicate with the outside world and with certain test logic embed-

"‘r_'v",‘q

a

ded within the chip. Such an architecture is shown to be fault-tolerant, improving
both yield and reliability. Also, it is easily partitionable, improving the probability of

generating partially good products. Parallelism in testing, and partial self test results

7

in a dramatic savings of testing time. Finally, unlike other fault tolerant/testability

schemes, this approach promises tmproved performance in terms of lower access times,

i

as well as reduction in the time required to refresh the device. These benefits are

obtained at only a small increase in chip area. These results are obtained by detailed

(2l

VLSI area/performance models that take into account implementation and technology

dependencies.
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4.3.32 On chip error control coding for yield and reliability enhancements

in dynamic RAMs

Reduction in the DRAM cell size has increased its susceptibility to alpha particle ra-
diation. On chip error detection and correction can provide operational fault tolerance
against these soft errors. This research proposes and analyzes two new coding tech-
niques for on chip ECC: the product code with full code word correction on each access
and the odd-weight-column codes. Our proposed design differs from earlier designs in
its implementation, with the potential for better performance as well as better reliabil-
ity through smaller error latency. The area/performance costs of implementing these
codes are analyzed for three RAM sizes - 1M, 4M and 16M - and for varying numbers
of information bits — from 64 bits to 2K bits. The analysis shows that the area cost of
implementing these codes is low (< 10%) for large RAMs. For each of the RAM sizes, it
also predicts the optimal number of information bits for both codes that will minimize
area and performance cost. Overall, it is seen that the odd-weight-column codes have
a lower area and performance cost. The analytical model used is quite general and can
be used to analyze the cost/performance of other codes, as well as other fault/defect

tolerant techniques.

4.4 Work in Progress

1. For the TRAM architecture, techniques to simplify restructuring the architecture-
both during fabrication and in real time-are being explored. These would not

only simplify the generation of partially good products, thus increasing the effec-
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tive yield, but also permit graceful degradation in the event of real time failures.

Detailed yield and reliability modelling is in progress.

. A major implementation of the TRAM architecture is in progress. A 256K RAM,

organized as 16 nodes of 16K bits each, is being designed in 1.25um CMOS

technology. This will be fabricated by MOSIS and tested.

. Yield and reliability analysis is in progress for DRAMs using on chip error control

coding. An interesting possibility that is being explored is the use of the hardware
that is already present for generating the checkbits/syndrome, for aiding off line

testing.

. The TRAM architecture is being extended for Wafer Scale Memory Systems. Be-

cause of its hierarchical redundancy, easy restructurability and the H-tree bus
structure that equalizes the access time to all nodes, this architecture is particu-
larly suited for Wafer Scale implementation. However, the degree of redundancy,
and the area, yield, performance, testability tradeoffs are very different for WSI

and these are being explored.

. The concepts developed for RAMs are being extended to other parallel computing

structures.
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Appendix

1. Copy of letter from Control Data to RADC

2. Copies of selected publications:

e D.K. Pradhan, “Fault-Tolerant Multiprocessor Link and Bus Network Architec-

tures”, IEEE Transactions on Computers, January 1985.

e F.J. Meyer and D.K. Pradhan, “Dynamic Testing Strategy for Distributed Sys-

tems”, Proc. FTCS-15, June 1985

e 1. Koren and D.K. Pradhan, “Yield and Performance Enhancement through Re-
dundancy in VLSI and WSI Multiprocessor Systems”, IEEE Proceedings, Vol.

74, May 1986.
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Prof. Dhiraj K. Pradhan
Department of Electrical
and Computer Engineering
University of Massachusetts
Amherst, MA 01003

Dear Prof. Pradhan:
Attached is a copy of the letter I wrote to Mr. Kaminski at RADC.

Mr. Kaminski is the person you need to contact for a copy of the
Tightly Coupled Network for VHSIC Architectures Final Report.

Sincerely,
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Control Data Corporation
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Fault-Tolerant Multiprocessor Link and Bus Network
Architectures

DHIRAJ K. PRADHAN, SENIOR MEMBLER, IEEE

Abstract — This paper presents a general class of regular net-
works which provide optimal (near-optimal) fault tolerance.

The proposed networks compare favorably to other regular
networks such as leaf-ringed binary trees and cube networks. In
particular, the networks proposed possess certain advantages in
that the number of connections per node is neither an arbitrarily
fixed number (as in leaf-ringed trees) nor does it grow arbitrarily
large with the size of the network (as in cube networks). This point
has significant relevance to fault tolerance in that the degree of
fault tolerance provided by the network can be varied according
to the design specification. Also. the networks admit simple self-
routing of messages and that routing is adaptable to faults.

Index Terms — Algorithmic routing, circuit switching, con-
nectivity, diameter of graphs, fault-tolerant communication net-
work, multiple bus network, multiprocessor networks, packet
switching, regular graphs, regular networks, shared-bus fault
tolerance, shuffle-exchange graph.

[. INTRODUCTION

ECENT developments in technology have made it pos-

sible to interconnect a large number of computing ele-
ments in order to form an integrated system. Various network
architectures have been proposed that are suitable for both
multiprocessors and VLSI systems [1]-[8].[11]-]14].
[19]-[27].

The likelihood increases of one or more elements failing
with the increasing number of elements in the system. Con-
sequently. a key consideration in the design of such systems
is their overall reliability and fault tolerance. The fault toler-
ance of a system can be defined in various ways. One mea-
sure that possesses relevance to a system which consists of a
large number of homogeneous clements is the maximum
number of elements which can become faulty without discon-
necting the system. That is. the assumption is made that the
system can perform in a degraded mode with loss of one or
more components. as long as the system is fully connected.
Also, more importantly. each element can still be capable of
communicating with all of the other elements in the system
with ease, in spite of the faults. In the context of commu-
nication delays. the performance degradation that is due to
faults may be measured i terms of the increase in path
lengths. and the associated increase in the routing overhead.
So. 1t 1s not only important that the system remain tully
connected. but also that the nodes be able to communicate

Manuscript recenved June 24, 1982, resised December 2K 1983 and
August 2, 1984 This work was supported by the Air Force Othice of Saentitic
Research ander Grant AFOSR 84.0052

The author s with the Department of Electnical and Compater Engineering
Universty of Massachuserts. Amherst, MA 01003

with each other fairly easilv — preferably with only minor
modification to the original routing procedure. It is precisely
in this framework that a class of new fault-tolerant architec-
tures has been developed here.

The proposed class of networks is regular in that all of the
system nodes (elements) possess the same number of con-
nections per node. The proposed networks favorably com-
pare to other regular networks such as the binary cube
[1].]6]. generalized hypercube networks [13]. cube-
connected cycles {2]. leaf-ringed binary tree networks [3].
and De Bruijn graph networks [6].{10].[14] as seen from
Table I.

In general. the proposed networks possess the following
attractive features.

' Compared to other networks. the proposed networks
possess certain advantages in terms of their number of con-
nections per node. Specifically. networks such as the binary
cube require that the number of connections per node in-
creases with the number of nodes (whereas cube-connected
cyvcles and binary tree networks use nodes that only have
three connections per node). On the other hand. the proposed
network of any arbitrarily large size can be built using nodes
with any specified number of connections per node. For ex-
ample. given nodes with S connections per node, one can
build a network of 256 nodes (r = 4.m = 4). or 1024 nodes
(r = 4.m = 5). or in general, any arbitrarily large 4™ node
network.

2) The internode distances are small. The maximum inter-
node distances are proportional to only the logarithm of the
number of nodes: inversely. to the logarithm of the number of
connections per node.

3) More importantly. the networks are capable of maximal
or near-maximal fault tolerance.

4) Degradation that is due to an increase in the routing
distances and communication overhead resulting from fauits
can be fairly low. A detour technique is presented that allows
the network to degrade proportionately to the number of
faults.

5) Also of interest 18 the fact that the network admits
selt-routing of messages. both when the network s fault tree
as well as when tas faulty. Self-routing refers to that ability
to route messages from node to node by using information
such as destination address tag bits contained within the mes-
sage and where intermediate nodes perform no additional
computation tor routing. This 15 possible 1f the routing path
can be deternined algonthmncally, without using routing
tables and directornies

O018-9340 X5 0100-0033801 .00« [9%S |1-F}
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TABLE |
DIFFERENT INTERCONNECTION NETWORKS
Number of
connections.  Routing Fault
Network Number of nodes node distance tolerance
Leat-ninged
binary tree [ 3 12m = 1) 2
Cube-connected
oveles R 3 m> 2 2
Binary cube 2 nt m tm - 1
Generahzed - - "
i hybercube ]« R m N1
| ' f |
1 DeBruin
i network r" 2r m r = 3
i Proposed
L nerwork rr rortr = | 2m = hitr — Horr

The next section presents the proposed network. Following
this, Section 11l and Section 1V develop the fault tolerance of
the networks.

I1. PROPOSED NETWORK

First. given a graph structure one can formulate a link
network and a bus network based on the graph structure as
described below. Let G = (V.E) be an undirected graph
where V is a set of n vertices represented as O through (n — 1).
The set £ represents the edges denoted as (4. ) where i and j
are two neighboring nodes connected by (i.j) in G. Let LA and
BA be defined as two mappings of G into a link network and
a bus network. as described below.

Let LA(G) = (PE.C) where PE is a set of processing ele-
ments. represented as PE(0). PE(1).---.PE(n — 1), which
corresponds to the set of vertices in G. Let C be the set of
bidirectional communication links. There is a commu-
nication link C(i.j) in C which connects PE(i) with PE( ) iff
ti.pek.

Let BA(G) = (B.PE) where B represents a set of buses
defined as BUS(O), BUS(1). - - - .BUS(n — ). correspond-
ing to n vertices. The set PE represents the set of processing
elements defined as PE(i.j) ¢ PE ift (i.j) ¢ E. The process-
ing element PE(/. j) is connected to buses BUS(/) and BUS( /)
as shown in Fig. 1. Thus. the link architecture is obtained
by using the interpretation that vertices denote processing
elements and edges denote communication links. On the
other hand. the bus architecture is obtained by using the
interpretation that buses are shown as vertices and computing
elements as edges in the graph. Thus. the number of process-
ing elements in BA(G) is equal to the number of edges in ;.
Each processing element 1s connected to two buses and cach
bus is connected to a subset of the processing elements. (The
number of processing elements connected to BUS() is equal
to the degree of node 1 in GGy This differs from the con-
ventional multiple-bus design where all processing elements
are connected to all buses. Since each bus i connected to
subset of processing elements, an inter-PE transter may re-
quire several interbus transfers.

However. if bus load is equated to the number of con-
nections per bus. then the BA(G) network has o much smaller
bus load when compared to an equivalent destgn which uses
conventional shared buses Theretore, a BAvGr tvpe bus net-
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G La(c)

BA(G)
Fig. 1. Link and bus architecture.

work may have certain advantages over the conventional
shared multiple-bus design when there are large numbers of
processing elements to be connected. Also. it may be noted
that one of the advantages of a BA(G) network over LA(G)
network is that it can be easily extended by adding more PE’s
to buses as required and there are well developed bus proto-
cols available.

This alternate multiprocessor multibus architecture can be
quite attractive where

1) a processor may not have the hardware capabilities
to allow its attachment to more than a certain number of
buses. and

2) for reasons of rchability, the buses may be in physically
different locations: hence, a processor may not be located next
to every bus.

Various relationships between G and the corresponding
LA(G) and BA(G) are described in Table 11, In describing the
FG networks below first the underlving graph structure FG is
defined.

FG Network Design: The number of nodes in the graphs
defined below is assumed to be equal to r™. As seen later. the
chosen values of r and m will determine the number of con-
nections per PE tor BUS). the routing distance between PE's,
and the degree of fault tolerance.

Here. the nodes are assumed to be numbered O through
tn — 1t Each node ¢ has an m-tuple representation in radix-r:
this witl be denoted as (1, o000,

Guen. 0 0y 1. the tollowing defines cer-
tain relationships denoted as ¢ and ©

Hereo 1t s assumed that « = e, o0 o and
! Gl oo tadiey

let et pootorallpoo s pom - 2vand
I ¢ Thus, s an end-around shitt ot 4

et ooty ptoratlpo b om - D

thory 2 the mappings v and A correspond to shuttle and
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PRADHAN: FAULT-TOLERANT NETWORK ARCHITECTURES

TABLE I
CIRTAN EQUINALENCES BETWEEN BA (G ) NETWORKS aND LA(G ) NETWORKS

LALGH hnk network

Equivalence in
BA(G) bus network

Number of processors

Number of hinks

Number ot connections, processors

Interprocessor transfer

Number of processor-processor
transfers in a message path

Processor fault

Link tault

Number of buses

Number of processors

Number of connections bus

Interbus transter

Number of bus-bus
transfers in a message path

Bus tault

Processor fault

L

Fig. 2.

exchange mappings. respectively [8].[9]. [18]).

Thus. 1 = h{jy implies j = Atd). i and j differ only in the
last digit.

These graphs are constructed using a two-step approach.
First. a skeletal graph SG is constructed. which is then aug-
mented to obtain the fault-tolerant graph FG.

The skeletal graph denoted as SG (r. m) is obtained by con-
necting every pair of nodes i and j that satisfy the relationship
i =gtjrori = hij.

In the following. let & =" — 1)/tr = 1. Thus. k =
(1.t 1) in radix-r.

FGir.m) Design. m = 2:

r = even: Construct an SG (r. 2) graph for the specific
r. then augment the graph by adding r/2 links. defined as
(0. k) 2k 3Ky - r = 20k (r = Dk).

Fig. 2 illustrates an FG(4.2) network.

r = odd: Construct an SGi{r.2) graph for the
specific 7: then augment it by adding an extra node n which
is then connected to nodes O k. 2k -+~ (r — Dk by adding
roadditional links: tn. Oy o k) - tnctr = Dk

(The resulting graph when r = odd has (1~ 1) nodes.
This extra node can be used as a spare and as shown later. is
usctul for routing when fuults occur in the system.)

FGtr.m) Design, m - 3:

B J(r"' - L=

Lir = e = 1

for m = even.

tor m = odd .

Let g

Thus. in radix r.

0. 1,010 1
q =
(.01 00+ 1.0 h

for m = c¢ven

tor m odd .

r = 2: Construct an SG2my graph for the given m,

then add hinks: (0 Ay th A o and g For odd m add an

Tt may be noted that there cannot exist any decree « tegular graph of evacthy
rinodes since £ odd Theretore, ane must adid oo additional node

FG(4,2) network.

Fig. 3.

FG(2. 4 network.

additional link (K — ¢.¢).
FG(2.4) graph is illustrated in Fig. 3.

r = 3. Construct an §G (r. m) graph for the givea r, m.
Add r links. as defined below: (0.k). (k. 2k). - - -,
(r = k. tr = k). (dr = Hk.O). Ifm = even. add addi-
tional (r* = r)/2 links defined by the following expression
toralla.b.a # b and 0 = a. b = (r = 11

targ ~ bg.(r = 1 —airg + (r = 1 — by,

Fig. 4 illustrates FG (3. 3) graph.

The following basic properties of FGtr.m) networks can
be casily proven.

Theorem I FG(rom) is a regular network ot degree rat

m =2

Theorem 2. FGoromy s a regular network of degree
(r = hratr 2 3andm 7 3.

Theorem 3. FG(2.n.m = 3.m = evenare regular net-
works of degree 3. For m = odd. all nodes are of degree 3
except nodes ¢ and th = ¢). which have degree 5.

Thus. the LAGFG)Y and BAGFG )y networks derived trom FG
will have the Tollowing charactertstics Each Phoan LAtk G
will have the same number of Tinks connected to it - eithe
rore - b Anatogousty. cach bus i BATEGH waill be con-

nected to the same number of PE'S - either » or o - 1

Thus. Trom the point of view of 1O ports and inter-
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tig 5 Routng vn bus architecture

connections, these networks can be considered reguiar. The
similatities and differences are noted that exist between the
link network and the bus network. are described in Table [1

The following shows that a path always exists of length,
at most (2m = 1), given any pair of nodes in FGir.m
networks.

First. it may be noted that in the link architecture LAF ().
transmtting data from one PE to another PE may require one
or more hops through other PE v in the path. Similarly . in the
hus architectures BACFGH. direct transter s possible only
when both of the processing elements are connected to the
same bus: e, PEov vy can transter to PRt v it v = o or
vortfyv = worv. Inother cases. atransfer would require one
or more interbus transter through the connecting PE's. How -
ever, the difterence between the bus architecture and the hink
architecture, insotar as formulating a routing path between a
source and a destination PE is concerned. 1« that 1n the bus
architecture various choices exist depending on the various
combinations of the source and destination buses. For ex-
ample. given PE(x, v) as the source and PR, v) as the des-
tination. PEi(x.v) can inttiate the transmussion on bus v or
v. and PE(u, v can recerve it from bus w0 or v asallustrated
in Fig. S,

However. topologically. there are certain equivalences be-
tween paths in LACF G and BAGFG Y. Given a PE-to-PE path
in the hink architecture. there 1s an equivalent BUS-to-BUS

path tn the bus architecture It an inter-PE transter constitutes
a single hop. both ot these paths will have the same number
of hops On the other hand. given a PE1o-PE path an
BAFG . there s an equivalent hink to the link path in
LACFG Y Below, the routing in these networks s descnibed
in the context of the hink network LAGFG The tormula-
tion below can be adapted tor the bus architecture BAkG
as well

Consider the tollowing path from the source Phivy to the
destuination PEedy Let v - vl v v and

d ooud, od cdoran radiner
\ (\,. Voo
[ Voo !
(Y \ Al A(/ 4
i\ vodl v
ivod. d. o
[ dooavo
d vl . d

The above path will be herewith denoted as ptos do This
is used below o tormulate o imple message rouning proce
dure that routes the message trom node to node using onls the
destinatton: address intarmation

A messaye routing algorthm suitable tor £ Ak G m s
desenbed here Tis assumed that cach message carries moray
bits These m bits denoted as 1 oare imtialized at the source
PE. cqual to d the destination address as shownoin by 6oy
and (b The destination address o v alvo carned by the
message separately

Although the routing alyonthms piven hefow are b
LACFG)Y networks. they can be used tor the bus network
BALFGy as well wath some moditications Fach Phovom
LAGFG corresponds toanode vin FG and vice versa Al
every piath trom Phovito PEovyin £ G FG o has a correspond
ing path trom node v to v i FGoand vice versa Theretore
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a
b
L1 I
b o 4 Mossaee format b Message at source node o1 Shitting the

Taxhil 4t node L

Al the paths and routing acthions tor LAGE G will be deseribed
by usiny the graph FG
node v te denote Phoo

I'he remainder of the section will use

When o message arenves ot node o the tollowang steps are
avecuted to determine the neat node in the path Here.
Jenotes the deast stgniticant bit ot the binary number

Sep D e . then the message has reached the dest-
nation and s accepted Otherwise . the message i torwarded
hea neighbor ot o by using the tollowing steps

N

S Compare v oothe least signihicant bit ot oo

the teading it ot 11t thes are equal. then go o Step 3,
She toraand the messaee o the neighbor of o ogiven as
! ¢ on hinany

Shitt the tay hichd T odett by one bit as shown n
Foo bee Now 1y brothen go to Step 2,

Torwant e messare G the noghbor oot v miven as

(o I
! v s honany
Eie totew ne cvample dllustrates the above touting steps
tarther
fouiimr, Consnder the Yo node FG 02 3network et
S and P The toliowing table desceribes the path

ek e correspaonding e s ar dorterent nodes

. N G : 2 4 S 1oy Il
P s Lo | o] et e ol oo 1o
I o VO o o e ey O TR U
Foyootorart s o o e b To e O TEo TERK)
NV e e e ahes s Lo roate The message
. s e pt oo d desonbed e The routing
- o P o i asos only logal
t ’ P S AN TN TN
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In considering the fault tolerance of LAGFG ) and BA(FG).
the following may be noted regarding the effects of various
taults from the point of view of communication and routing,
as deseribed 1n Table 1. The eftect of a faulty PE in the link
architecture 1s equivalent to the etfect of a faulty BUS in the
corresponding bus architecture. Simularly, a faulty PE in the
bus architecture has an equivalent eftect on the routing. as a
taulty link in the hink architecture. The following discusses
tault tolerance 1n the context of ink architecture and this can
tatrly easily be extended to bus architecture.

Primarily. node tailures are considered here since the ef-
tfect ot a hnk fatlure can be no worse than a node tailure. (The
paths attected by a hink tailure are a subset of the paths
attected by the tatlure of one of the nodes connected by the
hink. Therefore. the routing and detour techniques can be
adapted to hink tailures easily )

The fault tolerance of a regular network of degree b can
be. at most. equal to th — 1), This is because any node can
always be disconnected from the network by removing the b
nodes (hinks) that are connected to it. Accordingly, we will
call a regular network an oprimal tault-tolerant network if its
tault tolerance 1s equal to (b — D). the maximum possible.

Later. FGO2om) networks are shown to be optimally fault
tolerant tm = ¢ven)

The case of single taults 18 considered separately first. An
afporithm s developed below that routes messages from one
node to another. in spite of any single taulty node or link.

(nven g binary number . et the weight of x, (weay),
represent the number of 1's 10

{emma £ Any node voan the path pr Ly satisties the
relabionship given below

Forv = 1.
WH wrt e, -0
Wi gt it o= |
Proct  Consider any two consecutive nodes w0 and vn

. S and v
% Svcrovm binary, and let w precede von the path
The tollowing relationship between i and v must be satis-
tied s obtamed trom e by an end-around shitt of gt the
feastsiemiticant bt ot s G0 or by complementing the [east-
stemiticant bicot ot the least signiticant bitot i is 1 Thus,

the path g o Letu " -

the number of s in v cannot exceed the number ot T'sn
1. then the number of Froan s less
than the number ot Tsan u

Futthermore . o«

Hence the Temma

QLED
Pomor 20 vy node oo the path proon v satishies

the todlowinge

bor
wra (AN oy |
Wl Wi 1" l
Fooc Proot s simdar to bemma QFD

[tie proct< ot the tedbonwnye Femmas are abso sinalar

[y 3

Ao oo o the path pien o albso satisties

fooea 0 NDy node anthe pathopten oo also sdts

s bomma D
[RER'

corthne s assed bodow s based on the above ob




<

38

servations and is useful for routing messages when a node
becomes faulty. This also establishes an upper bound on the
maximum paih length, in the presence of a fault. The algo-
rithm given is shown to be easily implementable.

Let f denote the faulty PE. PE(f).

Let s denote the source PE, PE(s).

Let d denote the destination PE, PE(d).

Routing with a Faulty PE: The following describes differ-
ent paths from s to d in FG which correspond to different
cases of f.

a) witf) > wils) and wi( f) > wild ).

s—o pls.0) - > 0= o pHO.d) = d.
by wel f) < wils) and wilf) < wild).
s— eptison — 1) —>n— 1 —
ceptin = 1.d)- > d.
¢y wit ) > wils) and wit f) < wid).
s—=ooptls. Q) > 0—(n —1)—
ceeptn — hod)r = d.
d) wrl f) < wild) and wit f) > wild).
s—=ptis.n — 1) —=(n — 1)—
00— - pr0,d) - —d.
e) witf) = wils) and wil f) > wild).
If s = ( ! path as «a)
l() path as ).

£ wif)y = wrts) and wi f) < wild).

) ]
If s, = {
4]

g) witf) = witdy and wit f) > wils).

1
Itd, = {
0 path as ¢ ).

path as ¢)
path as ).

path as «)

hy wet £y = witd) and swie £y <7 wr(sy,

] ath as o)
Itd, = J P
Lo path as h.
1) witf) = wiy) = wiid).

5o = 0, d, =0 pathash

| |
=~
i

path as )

-
H

~

>~
n

path as ¢
o o= 0. do = 1 pathasa,

The following Theorem 1s an immediate consequence of
the above routing steps.

Theorem 4 In the presence of any single tault a message
can he routed trom any node fo any other node using at most
i4m - |y hops

The carlier deserthed routing procedure s casily adaptable
when the network becomes tauity As an example. assume
node 1< the taulty nede Thie sl correspond to vase b
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which describes the following path from s to d:
s = optson = s> n = > ceeptin = 1 d)

= d.

This can be implemented as follows. The source s may
initialize the tagfield T equal to (n — 1). This will route the
message to the intermediate destination node (n — 1). The
node (n — ). upon recognizing that the destination address
d is not equal to (n — 1), will replace T by d and then
forward the message to the final destination d.

Next. we consider the case of double faults in FG(2.m)
networks m = 3. In Appendix A. a technique is exhibited
that can route a message from a source node s to a destination
node d. despite rwo faulty nodes. The following theorem is
a direct consequence of this.

Theorem 5: In the presence of any two faults. a message
can be routed from any node s to any node ¢ in FG(2.m).
using at most (4m + 2) hops.

Thus. a second fault may cause a small increase in the path
length: (dm + 2) versus (4m — 1).

IV. FAULT TOLERANCE OF FG (r. m) NETWORKS

This section considers FG (r. m) networks forallr.m = 3.
Techniques are tirst formulated that construct detours around
the faulty nodes. These detour techniques are applicable
when the number of faults does not exceed (r — 1)/2. Fol-
lowing this. it is shown that these networks in general can
also tolerate a much larger number of faults by showing how
to construct paths from s to d when the number of faults is
equal to (r — 1).

The detour techniques shown below possess certain attrac-
tive features. These detours perform local alterations of paths
which connect the two nodes that are adjacent to the faulty
node(s). Hence, the faults can be made transparent to the
global routing strategy. Other important aspects of these
detours include the tact that they are of constant length, in-
dependent of m. thus, the size of the network. Furthermore.
increases in path length that are due to the use of detours
become directly proportional to the number of faults: thus.,
graceful degradation is made possible.

Definition: Let F o= {f .f*.- - .f} represent the setof f
faulty nodes.

Definition: Let the m-tuple ¢f . .,
sent the faulty node £ in radix-r

Definition: Lete be a radin-r digitthat does not belong to
the set

Coofe ) repre-

Y S SN U U NI O

Thus. e i a digit that does nor appear either in the least- or
in the most-signiticant posttton of any ot the taulty nodes.
Since 20 <. o there always exists such an ¢ Thus. any node
that has ¢ in the Jeast or in the most signiticant position
cannot be taults. This widl be quite usetul later

Here. in constructing these detours, it will be assumed that
w. v, and woare three consecutine nodes i the path trom v to
o The node s assumed to be taulty with i and v being fault
free. The detour theretore connedcts w with wo without passing
through any of the taults nodes in Foncluding v The case
when two or mare consecutive nodes are tauity can he treated
by successive apphications o the given techmgues
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First. it may be seen that there are, altogether, three pos-
sible distinct relationships between u. v, and w in the type of
path discussed earlier in the section. (This follows from the
observation that if v 1s an A-neighbor of u. then w cannot also
be an h-neighbor of v.) These relationships are described in
the following:

Rl: v="hu) and w = g(v)
R2: v=g(w) and w = h(v)
R3: v=glu) and w = g(v).

The following constructs detours that correspond to the
above three cases. The detailed construction is described in
Appendix B.

Case RI. Here, the original path contains the following
sequence of nodes represented in radix-r as

U o= Uy om0 gL )
faulty: L NN ¢ ou
W= (s, U Colly )

The following describes construction of an alternate path
from u to w that does not pass through any of the nodes in
fault set F (which includes the faulty node v):

U= Uy ot Ll Uy
(M >t My X Uy ) x as determined per
Appendix B
(U oot u.x, el
(€ ty oo r e . x) e as defined earlier
s ¥m 2 . .-
(e tpy .~y 0 o0t JuyL o)
(Uit m 0 LU .c.e)

w = (u,,,,g. Lo u, |).

The above detour is of length 7. and hence will result in a
net increase of S in the path length.

Case R2: u — v = glu) = w = h(v). This corresponds
to the following path segment:

u = (umﬂv ....... .ll[,ll”’
faulty: U = Uy a0t Uy Uy Uy, )

wo= (U, oo NN CF Uy .

w = luy | oo Uy u)
(U oo U, x) x determined as per
Appendix B
(U, -, Ui X U, )
(U 20 UL XL e) e defined earlier
e, ~ u,. x)
(e.u, In!
(U, .7 Sy e)
wo= U Ll )

- -
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TABLE 111
FAULT-TOLERANT PROPERTIES OF FG (r, m) NETWORKS
Fault Routing
1olerance Distance
r m 1 with ¢ faults
m I (am - 1)
2 (dm + 2)
r>3 2 r—1 12
23 m 23 tS(r - 1)/2 QAm — 1 + {1
t>(r - 1)/2 (6m - 3

As in Case R1, the detour shown above is of length 7, and
thus the path length will increase by at most S.

Case R3: u —» v = g(u) = w = g(v). This corresponds
to the following segment:

u = (um—lv ......... -“l-uu}
faulty: UV = (Uporoo oo U U U y)
W = (Upora " Uyt U 3)

One can construct a detour from « to w, as illustrated in the
following:

U = (Upymoree e NN
R TS X and v determined as
per Appendix B
(Upy 2y "m0 UK U, )
(Upposuvcreree U X V)
(U2 LU XNV Uy )
(U oy e e JUuLx.v.e) e defined earlier
(€ thynyt v XL Y)
(e Up rir - u,. x, e
(e tly 2ot LX)
(e ety 00 - LUy U)
(et 2vrrvvr-e- LUy, e)
(e tly oo g Uy )
(17 Lo u,, L e)
W= (U o Uy Uy Uy ).

The above detour is of length 13; thus. it will result in a net
increase of 11 in the path length.

The above corresponds to the worst case increase in the
path length. It may be noted that when two or more con-
scentive nodes are faulty, the above techniques can be ap-
plied iteratively. to construct a detour around the faulty
nodes. As an example. consider the following path segment:

u—v=~nu-—-w =g -—:c=gh.

Assume here that both the nodes v and w are faulty. Thus,
one needs to construct a detour from w to z. This can be
constructed in two steps: first, by using Case RI, one can
construct a detour of length 6 from w to (u,, .« . u.c.e).

Next. by applying Case R2. one can construct a detour of
length 11 from (u, . - uy.c.e) 10 2 = (Up o." " Uy C,
Um 1o le 2oty ). Thus, the total detour length will be 17 for
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both the faulty nodes together. The following theorem is a
direct consequence of these above discussions.

Theorem 6: A message can be routed from one node to
another using at most (2m — | + ) hops with ¢ faults
where + = (r — 1)/2.

The following «hibits the complete fault tolerance of
FG(r.m) networks forallr.m.r = 3m = 2. Itis shown that
in spite of any (r — 1) faults, the network remains fully
connected and the messages can still be routed easily trom
node to node.

Definition: Let N denote the set of all n nodes in
FG(r.m).

Definition: Let R, denote the set of r nodes. 0, k. 2k,
k.o .(r = Dk

Definition: Let N — R, denote the set of (n — r) nodes
consisting of all nodes other than those appearing in the set
R..

Fault Tolerance of FG(r.m). m = 2, Nerworks: Since
m = 2, any node i in the network can be represented in
radix-r as (/,.1,). Now. consider the following r paths from
s to the nodes in R,:

¥ 10 0 s = {5.8)— (5.0) > (0.5) > (0.0) = 0
s to ok S = snsy) 2 s )= (hs) > (1. 1) =&k
5 to 2k S = A58 = (5.2) = (2.5) > (2,2) = 2k
s totr — Lk: S = (5.8 — (s;.r — 1)
—=r—l.s)—=r—-1.r -1

=(r — k.

These above paths can be seen to- be disjoint from the
tollowing observation.

Assume that there exists a node in the path from s to ik that
also belongs to the path from s to jk where i # j. This would
imply either that (s;,{) = (j.s)), or that (s,.j) = (i. ). So.
one has sy = i = j, a contradiction.

It may theretore be deduced that there always exists a node
xk for which the path 5 to xk 1s fault free. in spite of any
(r — 1) faults.

Similarly, it can also be asserted that there always exists a
node vk for which the path vk to d is fault free. in spite of any
(r — 1) faults. So. in order to establish that the fault toler-
ance of the network is (r — ). it will be sufficient to show
that there always exist r disjoint paths between any vk and vk.
The following shows technigues to construct such r paths
from xk to vk.

(The paths are shown here using radix-r representation.
Thus. xk = (x.x) and vk = (v.v)an radix-r.)

First. consider the following set of (# — 1) paths denoted
as path [-path (r — 1).

path-1: (x.x) = (x, v} = (Vv.x) — (voy),

path-2—-path (r — 1): Letw = 0.1, (r = 1) and
w £ x.v. There are exactly (r — 2) disntinct values of w and
these define the tollowing (r — 2) paths:

(vox) = (xr,w) — O, x) = (wov)— (vow) — vy,

These (7 = 1) paths shown above are all disjmnt. Paths 2
through (r — 2y are disjoint because ol the value of w, distinet
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for each path.

Path I is disjoint with paths 2 through (r — 1) since w # 1
and w # v,

Thus. it remains to be shown that there exists one addi-
tional path from vk to vk that is disjoint from the above
(r — 1) paths. The following constructs such a path. denoted
as path-r for r = even and r = odd. separately.

r = even: First, it may be noted that as per the con-
struction procedure. nodes vk and vk are directly connected
to some nodes wk and vk (in R,). respectively.

1) Letu = v (thus, v = x). Hence. xk and vk are con-
nected by the link (xvk.vk). Path r: xk — vk,

1) Let w # v (thus, v # x). Hence. xk and vk are
not connected. Path ro (v . x) = (w.u) — (u.v) —
(v, v) = (v V)

This above path is disjoint trom the paths | through(r — 1)
shown above since v # w and v # v,

r = odd: pathr. xk = n ~— vk

This path passes through node # which has not been used
in any of the above paths.

Since FG(r.2) networks are of degree r. the tollowing
theorem is a direct consequence of the above discussions.

Theorem 7: FG(r.2) petworks are optimally fault tolerant,
and failure of any (r — i) components is tolerated.

Example 2. Coensider the network shown in Fig. 2. Here
r = 4. Hence. the network is 3-fault-tolerant. Let the nodes
0.5, and 7 be taulty.

Given these nodes as faulty, one can construct the follow -
ing path from any s to d. which will be tault free:

(5.8 = (5. ) = (2. — (2.
— (2. d)—=(d . )= d . d.

Thus. given v = 4 and d
path:

15. one has the tollowing

d—=6—=9—= 10>}l - |4 15,

Fault Tolerance of FGorom) Networks. m > 3 The tol-
lowing detimitions and lemmas will be usetul in constructing
the paths.

Definition: Letwr (o) represent the number of occurrences
of £ 1n radix-r representation of v

Forexample, if v = O 1 12200 radiv-r, wedo 1
widx) = 3w = 1and wron )

Lemma 30 Ifwroo 2 weovy foranyv e 0 - 0 - r tr.
then v = vy,

Let ptti. ) represent the path trom 1 to 70 as detimed
Section 1.

The path pttr. 7y denotes a path ot length at most2m - D

Lemma 4 Givenany node vov £ vomplis gk ih ¢ R
the tollowing relationship holds:

wiiv) ot s,
wrinl 2w 1oy, !
wilvh o wrisd Wy o

Lemma 5. Two paths ptis ik and ptos. by are node dis-
jomtat s+ g
Proof: Letvs ptis tkyand v e ptes . jho denote any two
nodes in paths pts k) and peos. jhor respectinely.
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Case l: Letsy, = i.

Thus. one has. from Lemma 4. wt,(yv) > wr,(s), but
wi(x) = wi(s). Hence, x # v.

Case ll: Lets, = j.

Similar to Case I.

Case lll: Let s, # i and s, # j. Here, wi(x) > wi(s),
and wr,(v) < wr(s). Thus, wi(x) # wr(v), and hence
X #E v Q.E.D.

The following Lemmas are direct consequences of the
above Lemma.

Lemma 6: Given any (r — 1) faulty nodes, therc exists at
least one node xk where xk € R,, such that the path pi(s, xk)
is fault free.

Lemma 7: Givenany (r — 1) faulty nodes. there exists at
least one node vk where uk ¢ R,. such that the path pr( vk.d)
is fault free.

The following shows it is possible to travel from any s to
any d. in spite of faults in any (r — 1) nodes. This is illus-
trated by considering the following cases separately.

Case [: All of the faulty nodes belong to the subset R,.

The subset R, contains r nodes. Since the number of faulty
nodes does not exceed (r — 1), there must be at least one
node xk which is fault free.

Consider the path pt(s, xk) . This entire path must be fault
free since all of the intermediate nodes in the path pass
through nodes in N — R,.

Similarly. the path pt(xk, d) must also be fault free. Hence,
the following path from s to d must be fault free:

s— o opls.xk) - — xk — - -pHx.kd) > d.

The length of the above path is, at most, equal to
2m — 1y + 2m ~ 1) = (4m - 2).

Case 11: All of the nodes in the subset R, are fault free.

In this case. the faulty nodes are thus confined to the subset
N - R.

As per Lemmas 4 and 5. one always has two fault-free
paths of the type pt(s. xk) and pt(vk.d).

The following constructs a fault-free path from s to d.

If x = v, then follow the path given in Case I: else, if

~.

x>v, and x - v =7r/2 or

v<v., and v —x >r/2 then:

tollow the path given below in (1); otherwise, follow the path
given in (2)
s = -ooptis.xk) - — xk = (x — Dk — -

— (v + hk—=vk— ptivk.d) - —d )
s = ops . xk1 o — xk > (x + Dk — -
= (v = 1k = vk —

eptivk.d)yo-—>d. ()

Here the maximum path length 1s equal to

(dm — 24 + r/2.

Case I11: Nodesinboth R, as wellasinV — R, are faulty.

As before, there always exist fault-free paths pr(s. xk) and
privk.d).

The following shows that there exist ar least r disjoint
paths between any xk and vk. Consider the following paths:
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path-1: xk = (x + lk = -+ = (v = 1)k = vk
path-2: xk = (x — 1}k — -+ = (v + Dk = vk
path-3 through r: forallw. 0 =w, < (r — 1) and

w#x and w # v,
consider the following (r - 2) paths:
xk = (x,--eeee X, Xx)
TR )
TR X w x)
(x == v.W, V)
(x X, W, ¥, )
(x nLwovy)
(W, vy V)
(Vv o vw)
_\‘k = (v v v)

Sincew # x and w # v, there are exactly (r — 2) distinct
values of w. Each one of these distinct values defines a path
and in this set all of the (r — 2) paths are disjoint since the
value of w for each path is different. Now it may be seen all
of the r paths shown above are disjoint. The intermediate
nodes in path-1 and path-2 have only one digit in their repre-
sentation. whereas the intermediate nodes paths 3-r have at
least two digits in their representation. Therefore, there can-
not be any intermediate nodes that are common to any two of
the above r paths.

The maximum path length here is given as

C2m - 1+ 2m — 1)+ 2m - 1) = (6m — 3).

The following theorem is based on the above observation.

Theorem 8: Given any FG(r.m) network, there exists a
path from any node to any other node in spite of (r — 1)
faults of length at most (6m — 3) and this path can be con-
structed algorithmically.

Example 3: Consider the FG(4, 3) network which has
64 nodes and is of degree S.

Lets = S5andd = 22.

Here, R, = {0,21,42,63}. The following illustrates
Case 1 and Case II1.

Case I: Letnodes 0, 21, and 42 be faulty. Using the tech-
nique shown in Case |, one constructs the follow-
ing path:

©-pH5.63) -

which is equal to

5— — 63 —

S pH(63.22) - — 22

557> 28—31 561 —>63—>6l—>55—>23->22.

Case I11: Let nodes 0. 21, and 23 be faulty. Using
Case 11l one has

S— o pH5.63) > 63— 42

— - pHd2,22) -

!
2
o

which is equal to
5—7—= 28— 31 -6 =63

— 42— 41 = I8 = 37> 22,
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Nodes in Q.

Fig. 8 Detour method of analyzing connectivity

In the above. the tault tolerance of FG(r. m) networks has
been shown to be at least equal to (r — 1). By using an
analysis simifar to that given for FG (2. m) networks, it can
also be shown that the fault tolerance of FG(r, m) networks
form = even is equal to r. and thus is optimally fault toler-
ant. However. it remains to be seen whether FGir. m) net-
works for m = odd are also optimally fault tolerant.

V. CONCLUSION

This paper presents certain regular networks with optimal
(near-optimal) fault tolerance. Various fault-tolerant proper-
tics of these networks are summarized in Table 1. Further
research of interest here is the VLSI lavout [8]. as well as
internal testing and self-diagnosis [ 1], [4]-[6] of these net-
works. The binary FG (2. m) network can be considered as a
supergraph of the shuffle-exchange graphs [8]: this is known
to possess efficient VLST layouts {9, [ 18], Also of interest is
how best one can utilize the large degree of fault tolerance
available in these networks for both yield enhancement as
well as for fault tolerance.

It may also be noted that the graphs presented here may be
of interestin the context of (d. k) graphs [4]. Specifically, the
FG2 m) graphs with even m and FG(r. 2) graphs provide
optimum connectivity and small diameter tor both the ongi-
nal graph and the subgraph obtained after deleting taulty
nodes [19],120]. Other recent work in the arca [ 21]-[23 ] also
have addressed these problems,

Finally. it may be added that the detour technigue provides
a tool tor analyzing the connectivity [24] of arbitrary graph
One way to establish that the connectivity of a given graph s
« 18 to prove that there exasts at Jeast ¢ disjoint paths between
every pair of nodes. But this requires o computation ot On )
tor an n node graph However, an alternate approach would

be to establish that there exist at least (¢ — 1) independent
detours around every node (connecting every pair of neigh-
bors) asllustrated in Fig. 8. Such an analysis may be simpler
at it would require a computational complexity of O(n) for
bounded degree graphs.

APPENDIX A

Let O represent the set of four nodes (0. k.g.k — ¢).
These four nodes are interconnected. as shown in Fig. 7.

Let N — Q represent the set of (n — 4) nodes which con-
sist of all nodes other than the nodes in Q.

To begin with, it may be seen that given uany node s one
can construct, from s. three disjoint paths to nodes 0.k, and
4. below,

s = A8, ) s-. 1. b)
(1., ,‘\/H \ \
(1.8, 4. ) ’
[ L 00N
(8, 1o o8 0.0) J (8, s 1 0)
(3 . 3 Iy, - \ [ 3
0.0, 5. ) ol ) 1.0 a0
(v, -, ) (v, . \ (N \
0.0,.0) [y 1.0, h
0.0, 0.t b, . 1.0 1. ---.0.h
0 A ]
\y v | m even

other cases are simalar
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In constructing these paths, it is assumed that m = ¢ven and
s = s, = L. (Proof of disjointedness can be readily derived )

Simular paths can be constructed tor other combinations of

(s, saraswellas whenm = odd. Furthermore. 1t can be seen
that there exist three paths trom 0, &, and ¢ to any destination
node d where the paths are disjoint. The length of these
disjoint paths can be seen to be at most equal to 2m. These
observations form the basts for the following path construc-
tion procedure, which constructs paths from s to d. given two
faulty nodes in the network. This is described by considering

various cases which correspond to difterent distributions of

faulty nodes between Q and N - Q.

Case [: Both the fauity nodes are in N — Q.

This implies that all the tour nodes in Q are fuult free.
Since there are three disjoint paths from s to nodes in Q. one
can reach at least one of the nodes in Q with two faulty nodes
in.V — Q. Similarly. one can reach d from one of the nodes
in Q. Since all of the nodes in @ are fault free, one can reach
d from v through Q by using a path of length at most
m = 2 = 2m = 4m ~ 2 [there exists a path of length 2
between any pair of nodes (Fig. 7).

Cuse 11: Both the taulty nodes are in Q.

In this case. there must exist at least one node: 0. ¢. or k.
through which u path can be constructed from s to d.
For example. assume nodes 0 and ¢ are taultv. Since the
paths from s to O,y to ¢, und s to dk are disjoint, one can
reach A 1n spite of these two faults. Similarly, from & one can
reach . The total path length here will be cqual to 4m.

Case M1 Faulty nodes inboth Q and N - Q.

Inthis case. thereisanodein Q and anode in N - (| both
of which are faulty. Thus. the three remaining nodes in Q0 are
tault tree and are connected. With a single taulty node n
N Q0 one can reach at Teast two of the three rematning
tault-tree nodes. Similarly, o can be reached trom at leust
tw o of these three fault-free nodes. Thus. there must exast one
node 1AL or ¢ through which an entire fault-free path from
s tod can be constructed. Thus. this path 1s of fength at most
dm - 2

Arpeapix B
CONSIRUCTION OF DETOURS

Cave K12 Here, the original path contains the following
scguence of nodes represented in radix-r as

i I/ o)
faulty v, e .. o) AT
W t1e e )

First. ot will be shown that there exists a fawli-free path
from 1. of the tvpe shown below, tor some v Then. this path
will be used as part of the detour from e to w

I [ (AT
e, o L)
7P T P WA T N I

Inorder to prove this, we will consider two separate Cases

First. we consider the case » Toand next constder e - 4

.tvl: L= =fi =
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i) Let r = 3: Thus, one has t+ = 1: therefore, there s
only one faulty node v. Consider the path
=, (o ) > Uy s L el )
This path must be fault free because the node (u,, .-
¢,.¢) cannot be the faulty node v since ¢ # ¢, the least
significant digit of v. The other node (u,, .- . u. e u, )
also cannot be faulty because then one has
(Mo ve " Ol ) = U= Uy (o0 UL C) .
This would ir. turn imply ¢ = e, a contradiction of the
definition of e.

ii) Let r > 4. Consider the following two subcases,
the first corresponding to all of the ¢ faulty nodes that have
the same digit in the least significant position: that is.
c¢. the least signiticant digit of v. The
second case corresponds to when the above is not the case.

a) Let fi = fi = -+ = fi. Consider all the h-neighbors
of «. There are altogether (r — 1) of these. No two of these
nodes have the same digit in the least significant position.
Since all of the faul'y nodes have the same digit in the least
significant position, only one of these A-neighbors of u can
be tuulty and this node is v. Thus, the remaining (r — 2)
h-neighbors must be fault free.

Without loss of generality. let us assume these nodes to be

(7 TP 70 IO F 7 AT T B

(W, .o e r — 3)in radix r.

Consider the tollowing (r - 2) paths from « to the
¢-ncighbors of these r = 2) nodes shown above:

Fault tree At most 1 oare faulty

At N L 1/ P .0, )

o— ., R T e S 7 i low, )
G, e = XYmoo 3, )

Fhe o 2inodes shownin the tight-hand side are seen to
he all distinct Theretore, at east ¢ = 2 - 1) of these are
tautt free. Forr = 4 one has (r 2 v - 1. There must
he at feast one path of the tvpe 0 — e, .- L 0 —
tie. oo e, ) that s fault free

bForr Loone hasvy 1. theretore, there s only one node
that i taults o the node v

Now, consider the second case tor which all of the ¢ digats

appearing in the least-significant posttion of the taulty nodes
are not distinet. Thus, at most (¢ by distinet digits appeur
i the feast-significant position. Constder the (r 1
h-neighbors ot o All of these nodes have distinet digits in
the least-signiticant positton. So. at most (¢
h-nerghbors can be faulty,

Consequently. there must be at teast
h-neighbors that must be fault free since (0 ~ 1
without loss of generality,

2y of these

[) of these
=200 AN

hetore. we can assume these

: x_;.:hghm.fj.a..xm‘.g}&.)n "‘(" AR "*ﬂiml.a.h&“ﬁ'

L
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(t + 1) neighbors as (u, . u,, 00 (oo iy, 1),
“ o Aty 1. gty in radix-r. Consider the following
(+ + 1) g-neighbors of these nodes. through these nodes:

Fault free At most ¢ are faulty
(Up 1o ) O = (U 2 U 0Lk )
W Uy oy )= (U, sty oty )
(U 10" Uy 1) = (Ul 2 " U Uy )

Since the (1 + 1) nodes in the right-hand side are all dis-
tinct. there can be at most 1 of these that can be faulty. Thus,
there must exist at least one path of the type « — (4, (. " -
W)= (U, .. ux. 1, ) that is fault free.

Now consider the following path from u to w that uses the
fault-free path. as constructed above.

b) Let fi, # fi for some i # j, 1 =,i,j =< . Here. con-
sider the following two separate subcases. First assume that
the r-digits fi. fi.- - .f, appearing in the least significant
position of the faulty nodes are all distinct.

One always has at least (r — 1 — 1) of the h-neighbors of
u which are fault free. Let these fault-free nodes be repre-
sented as

(PRI TN (1 D 77 SERICICIY ' P I R

(U (o7 vty r — 2 = 1),

Now consider the following g-neighbors of these
{r — | = 1y nodes. These may be represented as

(ty +o ot Ot Vo, ~o s Lot )

ey o = ) = g, )

Note that these nodes are all distinet and have the same digit
in the least-significant position. According to the hypothesis,
no two faulty nodes have the same digit in the least-
significAnt position. Thus. only one of the above nodes can
be faulty the remaining (r — 2 — 1) of these must be fault
tfree. Forr = d.onehas(r — 2 — 1) = 1. Consequently. in
this case one has at least one path of the type shown below
that is fault free.

= (u, o XY=, oo X, )
o=, g S fault-free segment
(W, oo oY constructed as above
(U, U XU, )
G, oo J.xL el e appears in the least- or
BT ition:
Wty 2 Y most-significant pe sition:
hence. the nodes are fault
te.u, .- LUy L) free
tm, .o el
(M, >0 Coll )
Case R2: u — v — gy — w ~ hivy. This corresponds

to the tollowing path segment:
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U= Uyt Sl uy)
faulty: U= Uy sl Uy Uy )
w = (M,,, A .ll|.uu.(') CF Uy

Now, consider the (r — 1) h-neighbors of u. All of these
are distinct, and none of these is the faulty node v since this
node cannot be both g and h-neighbor simultaneously. Be-
side v, there are (+ — 1) faulty nodes: thus, at most (r — 1)
of the h-neighbors of u can be faulty. This therefore implies
that there are at least (+ + 1) h-neighbors of u that are fault
free since r — 1 = 2r. So. using arguments similar to those
given in Case R1 (when the least significant digits of faulty
nodes are not distinct), one can assert that there exists a
fault-free path of the type

U= Uy, Uy X) = (Upn " U X Um—y)

Now, consider the following path from u to v that uses the
above-described fault-free path:

U= (Up-y" "t LUy Ug)
(M,",f. ....... .u!"r)

(Upons U X U y)

(U 2o LU x.e)
(€ thy-n. "t LUy X) nodes cannot be faulty, as
(€t vev Uy ) e appears in the least- or
"oy . . ! . . v .
most-significant position.
(u,,,,w. """ .ul,uo.e’
W= (U LUy Uy, C) .

Case R3: u — v = g(u) = w = g(v). This corresponds
to the following segment:

W= Upgorme Ly, Uy)
faulty: U= (U2t U Uy U y)
W = (M,,,,z, RN 7 TP I 7 P :’ .

As in Case R2. one can construct a fault-free path of
the type

U= (Um0 X) = (Upae " VU X Uy )

Consider the (r — 1) h-neighbors of the node
(U s " Uy X, U,-,). None of these nodes has u,., in the
jeast-significant position; hence, none of these is the faulty
node v. Since there are (1 — 1) faulty nodes besides v, at most
(t — 11 of these A-neighbors can be faulty. Thus, there must
be at least (¢ + 1) of these h-neighbors that are fault
free. Without loss of generality. these nodes can be assumed
to be (u, cou o x 0) L (u, SR TER G I IR
(4. - 1. x.0h Consider the g-neighbors of these nodes.,
as shown below:

[ 7P YU W § DR 7 B 7 OO 7 SRR S 7 S

S V7 TTUNE W O TR I

These (¢ ¢+ 1) nodes are all distinct: hence. at least one of
these must be fault free. Let this tault-tree node be (n. .
“on vt o) Thus, afault-free path of the type shown
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V. CONCLUSIONS

Ao Ndve pursuel 1 strategy of ot utilizing
the full capscsity of the allowidbls testing graph in
n affort to Arrive 1l more effireient diagnosis,
We estimate that thne asynenronous algorithm of Kunl
arc Beday [KuRe32? will prove =more efficacious than

ir synchronous approdca.  For asynenronous
environments, we have iscertained that sur appraach

is dp;:lanw to 11l nemagenoous systems. In
exchdang: far not being adle .o diidgnuse Las
ilS )fme(‘tm? fault, we reduce substantially tne
te

sting overhead reguired.

We have not treated the diagnosis of edge
faults. 4s in our attention to node faults,
algorithms SELF3 [KuRe81) and modified SELF3
TH0s839%2) require only tnat a fault be discovered.
It is manif=st that 31ll1 edge faults (witnout an
incident node fault) are discovered iff every =dge
in the communication grapn appears in At least one
Jirection in the testing graph. The implication
that it least half the entire testing grapn be used
may he o unac2eptable £or some systems., 1€ a
communication lin« may he tested more facilely than
i processor, our 3iagnosti~ strdategy may e
augmanted by performing the additiosonal link tosts
separately.

For continually »sn-line systems, testing |
conducted perindically and faulns generally do not
Decur simultaneously. For those systems, testing
svernead is reduced essentially by o factor of t.,
For some systems, it may be appropriate to shut
1own tne system Tor testing Faults are more
1i«<ely vo appear Lo occur simultaneousiy for sucn
sSyste2ms.  The procedurs WJe 2utline allows downtime
ty be proportinnal L the number Of fiults that
Aave occarrzd since last Lesting, instead of being
proportional %3 the numbar of faulws tolerated.

Not 11l nodes need to ex22ute LFINDER. In
a3ynochronous envionmants the discoverer of the
iyl discerned by the syndrame 13 «nown L be
nanfaulty, 30 tndt qode 2an be tasked with fiading
1 ned Loop oand tnae loop 2an be agreed upon by

pplicatinn »f 1 Byoantine agreemsnt algorithm.  In
o/m.‘nr‘muu.‘ cnvironments the discoverer of g fauls
2an exe2tate JFINDER and broadoast tne 1o0p 4long
With neas Hf tne fault,  Thne connectivity of the
graph of sviilable tests guirdantees that 1ewss: HOF
avery fauit will eventually be disseminitea to 4l
nonfaulsy o403, So inclusion of a list of «niown
faulsy modes in oy Alagnostic browdeast 4111 allow o
nade receiving new diagnostis informatinn to <o
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*

information., 12t G =
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*
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B

From owe Jdislussions in sections 3 oand 4, we
Sl 320 Lhalt 1ot all nodes need $5 test another
nade To o ensure that 1 fault is discovered. Tne
w2k of Hosseini determines ow many Saults may be
d:-agnosad ¥ tne adopiled testing grapn includes all

*
Consider a system, ;G , tnat is

allowed tests.

{t+1)=-fauls dlagnosadle icoording to (Hoss32]. We
see< L) minimize thne number of tests that must be
codducted periodizally; once 1 fault nas bheen
irstavered, tne dissemination of the {aformation is
Juarantesd oy "Hoss321,

1 more cetalled <¢iscussian miy ve found in
;Mc?ﬁ35:. Tor those nonnomog-neous Systems that we
21 Ietermine Lo pe [t+1)-fauit diagnosadble by the
conditvions i1 [(KuRe80) and in [Hoss%2],
TFORMEF and an amzlgamate of
S0 and NON HUMODY [HossB82) to arrive at a
i i strategy.
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New challenges have been brought to tault-tolerant computing
and processor architecture research because of developments i 1€
technology One emerging area s development of architoctures
bt by anterconnecting a large number of processing elements on
d single chip or water Two important areas, related to such LS
processor arrans are the tocus of this paper, they are fault-toler-
ance and vield improvement technmiques

Fault tolerance in these VLSE processor arravs 1s of real practical
sgniticance it provides for much-needed reliability improvement
Theretore swe st describe the underiving concepts of fault toler-
dnce at work i these multiprocessor svstems These precepts are
usetul to then prosent certain techmques that will incorporate fault
tolerance integrally into the design In the second part of the paper
we discuss models that evaluate how vield enhancement and
religbiliy amprovement mav be achieved by certain fault-tolerant
tec hoveepaes

| INTRODUIC TION

The evolution of fifth-generation computers [44] makes 1t
clear that traditional sequential computer architecture will
soon see a stnking departure, overtaken by newer architec-
tures which use multiple processors as the state of the art
This particular thrust 1< enhanced by developments in 1C
technology [30]. creating a wideming gap between the tech-
nological advances and the architectural capabilities that
can explot these tully

A< a result, much recent research has focused on these
new architectural innovations, especially those created by
mterconnecting multiple processing elements (PEs). One
important class of such architectures s VLSI systems that
mterconnect aveny large number of ssmple processing cells
allan g angle chip or wafer Concerns about fault tolerance
A ESE based sydtems stem from the two key factors ot
sty and vield eohancements Low vield 1< a problem
ot moreasng significance as arcunt density grows One

NUrtcascnqat o ceoedd Seplember CH O TS revised August RANRES A8
T caas sapported o part by AFCSR gnder Contrget B4 005
ok v wth the Depattmaonts ot Flecto gl Foguoeenng and
o ate s S rae Terhiounn dargel Institgte of T hnclogy Haty
LI PSR

Ly bggbog o with the Depatment of Hedtocal and Computer
Progcan oo o cerat s Ot NMacsgchigsetts Amberad AA DX (SA

'R S

solution suggests improvement of the manufacturing and
tosting processes, to mircmize manufacturing faults How-
cver, this approach is not only very costly, but also quite
difficult to implement, with the increasing number of com-
ponents that can be placed on one chip. However, incorpo-
rating redundancy for fault tolerance does provide a very
practical solution to the low yield problem. This has been
demonstrated in practice for high-density memory chips
and should be extended to other types of VLSI circuits. In
general, yield may be enhanced because the circuit can be
accepted, in spite of some manufacturing defects, by means
of restructuring, as opposed to having to discard the faulty
chip. Achieving reliable operation also becomes increas-
ingly difficult with the growing number of interconnected
elements and hence, the increased likelihood that faults
an occur.

In the design of such fault-tolerant systems, a major
architectural consideration becomes the system intercon-
nection. Consequently, one goal of this work is the study of
sound fault-tolerant network architectures that can be well
utihized in a wide range of VLSI-based systems. Also, of
importance are the related problems of testing. diagnosis,
and reconfiguration.

VLSI technology has many promising applications, includ-
ing the design of special-purpose processors [7]. for use as
an interconnected array of processing cells on a single chip,
as well as the design of supercomputers that use wafer-scale
technology These two factors, in conjunction, possess the
potental for major innovations in computer architecture

One pnnapal aspect of such architectures 1« now fault
tolerance can well be incorporated into such systems In-
cluded here s the problem of the placement of redundant
colls 50 as to achieve the elements of fault tolerance. yield
enhancement. testability. and reconfigurabihity

o Fauty TOLERANGE IN VLISE anp WSI

Tw.o VISE based areas in which important innovations are
ikedv 1o occur are in the wafer-scale integrated archite
tutesand an the sangle-chip/multiprocessing element ar-
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chitectures. The former has the potential for a major
breakthrough with its ability to reatize a compiete multi-
processing svstem on a single wafer This will eliminate the
expensive steps required 1o dice the water inta indivdual
chips and bond theirr pads to external pins In addimon
internal connections between chips on the same water are
more rehable and have a smaller propagation delay than
external connections The latter does make it possibile 1o
build a high-speed processor on a single chip, designed by
interconnecting a large number of simple PEs These archi-
tectures already have captured the imagination ot several
computer manufacturers and researchers alike

As mentioned earlier. the motination for incorporahing
tault tolerance (redundancy) is twotold vield enhancement
and reliabihity improvement. Both are achieved by restruc-
tuning the hinks so as to isolate the taulty element(s) \an-
ous hnk technologies are available now which allow such
restructurabihity Included among these are the laser-formed
Hinks, AMOS hinks (tnistate fogic and transistors) fusible links
and so on

Restructuning capability s either static or dyvnamic
tvpe Which tyvpe s selected depends on whether restrue
turing should be pertormed only once atter manutactunng
or an unhmited number of times, as mav be required
throughout the operational life

The issue of fault tolerance i VESE and WSIE procesang,
arravs has been the subject of recent studies cg o (8] [10]
(18] [20] (o] [38] [40] [41] In these publicahions vanous
~schemes have been proposed that introduce taalt tolerance
into the architecture of processor arravs Because tault toles
ance s an ivolved subject. completels difterent schemes
might be cost-etfective in different wituations and tor dhffer
ent obective functions

When evaluating g fault-tolerance strategy for mult
ssetems we have to consder the

Processor tollowing

INprocts

2 hvpes ot tattures to be handled and thear probabubiti <
ot ocourrence,

ty)  the costs associated with fadure ocourrences

) the applicable recovern methods

dy  the amount ot additional hardsware neecded

) the ovstem objective tunctions

Fault tolerance strategies can be desigoe o to ol wath
tao distingt tvpes ot tadures, namel pooduction et ors
and operational taults In the current technology g ool
thvehy large number of defects s expec ted when manatac
tuning a ~ihcon water Normalh . all chips with production
Haws are discarde d leading to a low sield (oxpected pe
centage ot good chips out of a waten)

Oypeerational taults (or just “taults ) have o0 compansan
a consdderably tower probabihty ot accurnence the dat
tecence ot ahich may be inorders ot magnitud bogicons
ments n the solid-state technology and matanty ot the
tabiric ation processes have reduced the tolune o 0t
sngle component wathen g VESE chips Hlowewor e o
potiental imaredse an the component coant por VIS oo
bias miare than otteet tha mncrease in coliabaliy o ) <onp
component Thas opergtional faults cannot b oo 44
though thes have g substantially Tonaer preobabality ot occos
teence compared ta prodaction detecte Comnse e ntl

thiat cnables the o ot 1 e

fault taberance strateg.
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processing. cvenoan the presence of operational faults, can
be beneticaal

The two tvpes ot talures, manutactunng defects and
operational taults also ditter in the costs assodiated with
them Detedts dre tosted tor betore the 1Cs are assembled
nto a ssstem and  theretore, they contribute only to the
oroduction costs ot the 1Cs In contrast. faults occur atter
the system has been assembled and s already operational
Hence, their impact is on the svstem’s operation and ther
damage nught be substantial, especially i systems used for
cnticat real-time applications. Clearlv. a method which s
cost-eftective tor handling defects s not necessanly cost-
ettective for handhing operational faults and vice versa

For both tvpes ot talures in VUSE a repair operation i«
impossible and the best one can do s to somehow avord
the use ot the taulty part by restructunng the system This
imphes that in the water o the case of detectsy oran the
as~sembled svstem (o the case ot faults) there are other
operational parts which are either identical to the faulty
one or that can tulhll the same tasks

Restructuning can be static or dvnanuc Stabic restructur
g ~chemes are sutable only to avord the use of parts with
production tlaas Dyvnamic restructunng s requited duning
the normal sustem operation. when taulty parts have to be
restructured out of the sastem without human intenvention
such a dyvnamie strategy might be appropoate to handle
detects as well statie schemes tend o use comparative
less hardware but consume operator time whale dyvnanue
schemes are controlled internally by the sostem and usaaliy
e oty crrountny

Another aspect that has 1o be conudered when evaluat-
me the ctteciveness of g goeen tault tolorance technique s
the required hardware imvestment The bardware added can
(4] =% and

[3 ) o redundancs o processors o communie ation hnks

boe o the torm ot cwitchimg clements (e g

teg [P 1D When carmving out such an anahoas we have
tor tak e into ccount the tollovmg o prarametons

9 the relative bardware complexaty of processors com
munication hinks  and wwitching clements (it this
st

) the Susceptibn it 1otk s toanutactunmg e e ots

o operattonal taaltsy or bk the hove mentionn o

ol it

Procossing elements are tradibionallv consedened the most

mportant svstem oot Bence  achoving Do poeroent

utihization o them s many times attempted for esample
MERE
Processois o gssist o acbeovmg this goad T ot |

P e st tacde g o

Al and [ sawtching clements e added betaoeen

caotinecting tracks g i

Eavprassing the dotocto PEs when connectmyg te ot ton

e s However the Gloan co gty o s to b e voto o to
sato b clo e ot g sawatc b s oot o oo
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processors. The effect of this 1s to introduce extra stages in
the pipeline thus increasing the latency of the pipeline
without reducing its throughput.

in the above mentioned schemes, one of the underlving
assumptions 1s that the extra circuitry (e.g.. switching ele-
ments, communication links, or registers) are failure-free
and only processors can fail. However, larger sihicon areas
devoted to those elements increase their susceptibility to
defects or faults; as a result, the above-mentioned assump-
tion might not be valid any more.

in VLSI, the silicon area devoted to a system element
might be more important than its hardware complexity.
Consequently  100-percent utilization of PEs 1s not neces-
sanly the major objective, especially it this requires adding
switches and/or communication links, which consume
sthcon real estate In the new technology. processors will
be the expendable components, as gates were in SSI or
small logic networks in LSE

This may justify different fault-tolerance schemes which
do not attempt to achieve 100-percent utihization of the
fault-free processors when the array s restructured to avoid
the use of faulty ones [18] Such schemes, which give up the
use of some fault-free PEs upon restructuring, can be attrac-
tive for operational faults (which are few in number). Here,
the lack of additional hardware (switches or links) allows a
larger number of PEs to fit into the same chip area, thereby
offsetting the penalty of giving up the use of fault-free PEs
when restructuring.

The reported research in this area of fault-tolerant archi-
tectures, although a significant beginning, is hmited in the
following aspects:

a) Most of the proposed architectures have been devel-
oped on an ad hoc basis. No well-established criterion or
framework vet exists for the formulation of these architec-
tures

b) As indicated above, redundancy can be used for both
vield enhancement and reliability improvement. Recently,
development of models to evaluate how can a given re-
dundancy be shared to achieve the best combined improve-
ment of yield and performance has begun [21] but more
extensive work is still needed. Such models could also be
used to compare and evaluate different architectures

«) The testability and reconfigurability issues have seen
very limited treatment. Algorithms for testing, diagnosis,
and reconfiguration need to be developed

A TAYONOMY FOR MULTIPROCESSOR ARCHITEC TURES

Broadlv. there are two types of interconnection architec-
tures that are of interest to VLS processor arrav implemen-
tation  The first tvpe 1s the nearest neighbor interconnec-
tion which includes various mesh interconnections,  as
Hlustrated in Fig 1 The second type we refer 1o here as
algebrarc graph networks which includes networks such as
binary  n-cube. cube-connected  vcles, shuffle-exchange
graph. shutt-and-replace graph networks and group graph
networks Examples of the latter areallustrated in big 0 Hike
the: mesh connection networks, these admit efficent execa-
tion of certain algonthms Also algebrac structure of some
ot these networks can be exptoted so as to realize asvmip-
toticatly optimum VESTE lavouts

I order to cepresent anitormiy didferent hvpes of such
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architectures, using different types of processing nodes
(processors with internal switches and processors with ex-
ternal switches) and different types of switches (switches
used for routing and switches used for fault detection and
reconfiguration), we present the following taxonomy Gen-
erally, there are two types of system nodes: nodes capable
of only computation and nodes capable of both computing
and switching for routing. In addition, there are two types
of switches, the conventional switches, capable of only
establishing connections, and fault-detecting switches,
those that perform the tunction of both fault detection and
reconfiguration. Different types of architectures are delin-
eated in Fig. 3 The advantage, generally, in using external
switches 1s that the computational space can be distinct
from the communication space which, therefore, provides
greater flexibility for emulation of a variety of communica-
thon geometries. The disadvantage of external switches.
though, is that they require additional hardware support
and occupy extra VLS| area.

Different types of architectures are illustrated in Fig 3
First, Fig. 3(a) illustrates an architecture where the PEs
perform internally all the switching necessary to establish
connections, Fig. 3(b) represents an architecture where all
the connections are established by using external switches.
Such differences are best iltustrated by using the follow-
ing S-tuple representation of networks. Let N = (P S
E.. E_E, ) denote the network, where P represents the
set of PEs, § denotes the set of switches, £, denotes the et
of direct processor-processor links, £ denotes the et of
direct switch-switch links, and £, | denotes the set of
processor-switch links. Different architectures can be con-
veniently categonzed into the following four types, as
shown below, where ¢ represents the null set:

Tvpe |

(P.S=6¢.E, E =E =4)

This denotes the type of architecture shown in Fig. 3(a).
Here, the array contains only processing nodes with switches
built in as an integral part of the processor. The mesh
connections considered in [18] is an example of such an
architecture.

Type 2

(P.S E,=¢.E.E, )

This denotes the type of architecture shown in Fig. 3(b)
where all of the configuration and communication func-
tions are performed by switches that are external to the
processor. The CHIP architecture proposed by Snvder [41]1s
an example of this type.

Type 3

(P.S.E, E.=¢.E, ).

Fig. 3(¢) delineates such an architecture Here, :n addition
to the external switches, each processor has an internal
switch which sets up the connections between processors
The external switches are used to provide the function of
fault detection through disagreement detection and subse-
quent switching out of the faulty processor. thus discon-
necting it from the network

Type 4

(P.S.E,.E . E )
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Thisv denotes a tvpe of architectur where all of the
different tvpes ot inks are used  An example of such an
archutecture s dllustrated in fig 3(d) Here a hinear array of
PEs s provided with external switch connections which can

be configured an four wavs as shown in big Ha) The
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Fig. 4. (a) Difterent switch configurations (b) Linear arrav
and binany tree configurations (<) Bypassing the faulty PE

switches in such an architecture have a dual purpose. First,
thev can be used to provide multiple logical configurations
such as binary tree in addition to the linear array; thus an
ap:phication that requires both linear array and binary tree
can use this architecture, as shown in Fig. 4(b). Secondly,
the switches can be used to bypass the faulty elements, as
shown in Fig. 4(c).

As we can see, these different categorizations encompass
all of the different possible architectures that can be con-
ceived. Therefore, the above taxonomy provides a conve-
ment framework for both the anaiysis of different architec-
tures and the conceptualization of new architectures.

There are two basic ways one can introduce fault toler-
ance into these arrays, the first approach would be to
provide redundancy at each node so that the node can be
reconfigured internally in the event of a fault. For example,
consider a 9-node mesh connection shown in Fig. 5 1If we
assume that the interconnects are highly reliable, one way
to design this array so that it will be fault-tolerant is to use
two self-checking processors at each node, as shown in
Fig. 6. The function of the external switch is to determine,
in the event of a fault, which one of the two checkers is
indicating errors and then to switch out the appropriate
module.

However, if the interconnects cannot be assumed to be
reliable, one has then to provide redundancy by designing
an arrav larger than the maximum size required for the
applications. For example, consider the 4 X 4 array shown
in Fig 7 which is designed to support vanous applications
including the binary tree configuration shown in Fig. 8(a)

KOREN AND PRADHARN REDUSNDIANG Y 1R L 1S AR AWSEAWLLTIPREE ESSOIR SYSTERS
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Fig. 5. A 9-node mesh connection

Checker Checker

Fig. 6. Fault-tolerant node

pE I PE PE PE
PE PE PE PE
PE PE PE PE
PE PE PE PE

Fig. 7. A 4 x 3 mesh connection

The mapping of the binary tree onto the array is depicted in
fFig. 8(b). In this figure, the mapped nodes of the binary tree
are shown, along with the inactive components, which are
shown by dashed lines. Consider now that the active node
6 becomes faulty. It can be easily seen that the network can
no longer admit the binary tree configuration, shown in
fig. 8(a). However, should 1t be possible to execute the
same application on a reduced binary tree (perhaps with a
degraded performance) such as the one shown in Fig 9. the
application can still be supported by the faulty array, as
demonstrated below

There are two differnt ways this can be achieved First,
the original 4 X 4 array can be restructured into a smaller
3 x 3 array, as shown in Fig. 10. This would require giving
up the use of some processing nodes by turning them into
connecting elements (CEs) [18]. Then, any application that
can be executed on a 3 X 3 array can be executed on this
new (logical) 3 x 3 array The second approach would be to
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map directly the application configuration onto the faulty

physical array However, the latter approach can be compu-
tationally complex [9]. Thus depending on whether or not
such reduction 1s possible, the network may or may not be
fault-tolerant, with respect to this apphcation

Several important concepts emerge from the above dis-
cussion First, a node or Iink can assume several distingt
states The following shows various possible states of the
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node:

Here the procesaing state of the node refers to that state
mn which the node 1s assigned to pertorm some useful
computational task.

On the other hand, a node 1n the transmission state s
assigned to perform only switching, o as to establich a
path. Thus a node in this dtate does not perform am
computations, except those which mav be required  tor
routing, ete. For a link though. this distinction does not
applv. Accordingly, there are fewer states for 4 hink. as
shown below

The various possible state transitions are shown by the
following directed graph Here. F P T 4 and I denote the
faultv, processing, transmission, active, and mactinve states,
respectively. The arc labels, f and ca. represent the tranw
tions caused by fault, and change of application. respec-
tively
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Secondlyv, the various reconfiguration processes can be
conceptualized through an abstraction of lavers, tormalated
below

Let the physical laver represent the topology which de-
scribes the interconnection structure. along with the status
of the nodes and hinks in the phyaical arrav. A node /hink in
the phyvacal laver can be either in the fault-free or faulty
state

Let an apphication laver represent that topology which is
requited to support a given application. Thus in this layer,
all of the nodes are processing nodes; the links, active links

Let the Jogical laver represent the topology which real-
1205 a gnen application laver on a given physicalt laver Thus
a node i s laver s either in the processing state or in the
transmisston state. All of the links in the logical layer are in
the active state

For a ginen configuration, the above lavers are related
topologically as shown in Fig. 11. The nodes in the applica-

/ Physicai layer

Logical layer

Appication ‘ayer

Fig. 11 Topological refationships

von laver are a subset of the nodes in the corresponding
logical laver and these are in turn, a subset of the nodes in
the: phyvacal laver

The following defines a set of fundamental problems of
practical importance

Problem 1 Given an application laver (a set of apphca-
tion laversy and the physical array that admits these applica-
trion(s). what 1s the minimum size (number of nodes, silicon
area) of the physical laver that can admit the application(s)
when tor fewer components fail?

Problem 2 Given the geometrical structure(s) of an
application laver (set of application layvers), how can a
physical arrav be deagned so that it can provide “efficient”
fault-tolerant realizatton of the apphcation(s)? The term
efficient mav be defined in terms of factors such as s1ize of
phyvaical array, length of communication delay between
adjacent application nodes. ease of testing and diagnoss
reconfigurability, et

The above problems need to be studied 1n the context of
more general and flexible use of redundancy For example
judrcious use of node-level redundancy may offset the
need for masave redundanc, at the wstem level  Alco
broader use of swatches as imphed by Tvpe 4 and Type 4
arc hitectures may vield new syvstem architectures - architec-
tures that provide more effigent utihization of rodundancy

The above discusaon is also apphicable to the <econd
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tvpe of networks, the algebraic networks For example

consder the shift-and-replace graph networks proposed
recently in [39] as a candidate for *'LSI processor networks
Such an 8-node network s shown v Frig 12(a) This net
work 15 capable of emulating vanous useful logical struc:
tures such as the hinear arrav, binary tree. shuttle and the
shuffle-exchange communmication structures  a« <shown in
hig. 12(b) More importantly, this algebraic network can
emulate structures such as the linear array and binary tree,
in spite of a fault. For example, consider the link connecting
nodes 1 and 2 becoming faulty In this case the networks
can stll be restructured both as a hinear array and as a
binary tree, as shown n big 13 Similarly . the network s
also capable of emulating these structures in spite of amy
single-node failures.

It may also be noted that networks such as the binary
n-cube and the cube-connected cycles provide some inter-
esting fault-tolerant reconfiguration capabilities tor exam-
ple, consider a 4-cube of 16 nodes, shown 1in Fig 144) In
the event of a fault, one can degrade this to a 3-cube of 8
nodes, as lustrated in Fig. 14a) However. this would
require giving up the use of seven good nodes Alterna-
tively, one can partition the 4-cube into 4 subnetworks of
2-cubes. Assuming that the problem can be dinaided into
subproblems that can be executed on 2-cubes, one can use
3 of these, as shown in Fig. 14b). This would necessitate
giving up the use of only 3 good nodes It 15 obvious that
the fault tolerance of algebraic networks can be studied in
the context of VLSI processor arrays.

IV, TESTING AND RECONFIGURATION STRATEGIHES

Central to the success of any fault-tolerance scheme s
the formulation of effective testing and reconfiguration
strategies. Basically, there are two different approaches to
diagnosis and recovery: centralized and distributed In a
centralized procedure, one may assume an external unit
which is responsible for initiating testing and reconfigura-
tion. In a distributed procedure, the PEs themselves are
responsible for performing peniodic testing and reconfigura-
tion

The advantage of a centralized scheme 1< that no ad-
ditional hardware and software support has to be provided
within each PE to allow testing and reconfiguration On the
other hand, useful computation for the entire arrav has to
be interrupted so that testing can be performed Addition
allv. the complexity of the arcuit and the Timuted access
from the external unit mav not allow a contralized proce:
dure to be used The advantage of distributed testing on
the other hand. 1« that <ince each processor can pertorm
testing 1 an asynchronous mode the testing can be inter
leaved with computation. thus not necossanly requinng a
complete interruption of all useful computation NMoreoves
the distnibuted testing has the potential tor bottor nalt
coverage because of the proxmity of the tosting ot g
the umt under test

From the above discussion ot s apparent that g et
uted procedure must strnve to make the testing and recon
figuration task local 1o each node Thicwany the tecting andd
reconfiguration can be made transparent 1o most ot
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network  However pertforming these tasks locally requires
extra hardware and <oftware support at each node and a
disteibuted procedure must tev to moaimze it On the other
hand a centralized procedure must attempt to nmuminize
the number ot tedts that will be required when no faults are
present Interruption of useful computation will be thicwa
minim zed

I the tolfowig we present an example tor g distobuted
testing procedure inowhech eveny PE tosta all s imme digte
taulty PEs and faulty connechions

neghtore o this wa

bHetween Pt an detected by the adjacent PEe The proce:

dure first partitions all the PEs nto m ot testing

groups. T T - T, After this partitioning. there are m
phases ot tedting, where at phase + (O g g m 1y the
members of T test all ther neighbors

The partitton v such that Ty every PEas surrounded by PES
ot other grouss and ) no PE has two neighbors belonging
to the came group These two properties guarantee that tor
even o no two members of T ol test each other oty
simultaneoushy to test g thied PE I can casdy be shown that
Bae (seven) groups ate both necessan and suthicaient tor a
partitton with the above properties in the case ot a square
arran [ 18] thexagonal array [12]) The testing group numbers
assigned to each PEin a square array and an hexagonal array
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(b)

g 14 c0 A bewrs bcube partitoned into two S cubes

s o de by Partioned binany S-cuby into towr
ity e ¥

v tecalcalated fromoats array indices (pog) by (p e
pieend andgp 2 2qymod 7, respectively
S gl the m phases of the testing procedure have
cooo compicted, each and every PE knows the status
<ot oot taulty) of all its immediate neighbors and the
<~ponding connecting links. There s no difference (f
ot tault i the nesghborning PE proper. or in the
o cdimg tant
“oneoner the status of a faulty PE or ink will be known
toots neaghboring PEs This locally stored information
dheent tora distributed reconfiguration algonthm (e g
vttt wall tollow the testing procedure Thus it mav be
st the above distnbuted testing procedure does not
i o pasaing of test results, as required in other
g el distnbuted diagnosis algonthms (e g, [2/]),
cye n ahvantage of the regulanty of the VILSI arrav
t» b noted that the above algornithm will also work
worr o cmpbe companson testing in this type of testing,
g o tests to be apphied from one processor to the

- : WL A R SO AR N VTN ANT) WS AT TIPROC ESSOIR SYSTEAMS

other Simphy what s requrred oo that tae neghbor g
processors o and ;o exchange the cecalie ot corae e
termined entical computation I the cvent g '
MIsMatch pProcessor roan assune ;oo Lot et o s e
CAn assume 4oas faulty

In summan a key tegture of the abione Bistod gt S0 00 g
procedure s that the testing and sutsequent oo oty oy
tron are transparent 1o all the nodde s o the et o e
for those that are adjacent to the tauity rewge Toa o g
disadvantage ot distributed procedunes s e
extra hardware and software sapport thgr ooor 00t
provide tor testing and recontigorgtee D
ticult to accomplish i processng g s o ow g
small and simple PEs

A discussed varther contrghize fooatng e ooy ..
rupt all the computations i the gregs s oo o0 s
that the testiag s done peandicalle 0 0 o g0 0 0 e
number ot tests and the 1Teating tore b,y b, o -
when there are no taults The tostog v o o 1

portionate 1o the numbe s ot g v 0
WOould require a munmmunm numbae c ot oo o ey
of tests increasing sath the gmte s 0 0y 000
possible driagnosis strategy was caggeste b e e

testing very simple s the g v gm0 e g
becomes Progressnel more i e e e
number ot taults Since most o e e o0 ey e
present the pertormance penait. 0 1 A

testing can be munimal This oo datogt g e o0y

In Fig 15 possble testing graphs tor 4 e ot
mesh (the boundarny nodes are alsee wloge oo o0
The darkened boxes represent node s gine o 1 e et
being faulty The edges with griovas cogy g o
mumnication edges included i b o gy Tl
point from the tester to the testad et N o 0 o
221 would requie g graph watt T ey e 0y
agnose up to three taults The e e e e
never emplovs maore than 5 periode tosr

Frg 150a) indhicates g possitbe ratogi oo g ey

the end-around mesh s node s o o0 s e
abwavs be viowed AN ocoygrnng ot cer 1. PR
samie testing graph oy then baogae 8 gt o 0y
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s= 1 then R () s the reliabulity ot the svatem of oniy
pertect chips twdh no detects) are g epted

Simularhy we can detine and calculate the computationag
avadatalinn A () (the expedted avaldable computationa!
capacity) and drea utihization measare (f) The latter takes
o qocount the gdditional area needed when Laolt tober
arvce s e dee 4onto the oustom ] as b Taow od s the

tollonaing s

computationgl avaiabdity A (1)
t (1) =

chiparea increase y

Thi capressian Tor thee ghove ontooddgen o cortatalion,g)

v bl me gagne

1= N ey ‘)
whie oo o the computationg! Capracite oot the astenr
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Severdl problems related to testing and recontiguration ot
these arravs have been descnbed Both the destnbuated and
centrahized modes of testing have been considered

The last part ot the paper i« devoted to the presentation
ot analvtical models tor the cvalugtion ot cehabdity and
vield improvement through redundanay The avaglable oo
dunidancy on the chip o water s pomacdy imated B the
sizeoof the chip ar water hende s amperatine to taud a
method by which one can optimaliv share the available
redunddnoy between vield eohancement and pertornmgnes
improvement The models fiscussed can be used ta stady
the ettt of shanng avatabie redundancy betwers those

O somewhigt comprhing requnte me nts
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